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Abstract

Thestatisticalcharacteristicsof network traffic - in particulartheobservationthat it canexhibit long range

dependence- have received considerableattentionfrom the researchcommunityover the pastfew years. In

addition,therecentclaimsthattheTCPprotocolcangeneratetraffic with longragedependentbehavior hasalso

receivedmuchattention.Contraryto thelatterclaims,in thispaperweshow thattheTCPprotocolcangenerate

traffic with correlationstructuresthat spansonly an analyticallypredictablefinite rangeof time-scales.We

identify andanalyzeseparatelythetwo mechanismswithin TCPthatareresponsiblefor this scalingbehavior:

timeoutsandcongestionavoidance.Weprovideanalyticalmodelsfor bothmechanismswhich,undertheproper

loss probabilities,accuratelypredictsthe rangein time-scalesand the strengthof the sustainedcorrelation

structureof the sendingrateof TCP traffic. We alsoanalyzean existing comprehensive modelof TCP that

accountsfor bothmechanismsandshow thatTCPitself exhibits a predictablefinite rangeof time-scalesunder

which traffic presentssustainedcorrelations. Our claims andresultsarederived from analyticalMarkovian

modelsthataresupportedby simulations.We notethattraffic generatedby TCPcanbemisinterpretedto have

long rangedependence,but that long rangedependenceis not possibledueto inherentfinite time-scalesof the

mechanismsof TCP.

Keywords: TCPmechanisms,network traffic characterization,long rangedependence

1 Intr oduction

The existenceof non-degeneratecorrelationstructuresover a rangeof time-scalesin network traffic hasbeen

observed in a varietyof network environments,suchasEthernettraffic [1], Wide AreaNetworks traffic [2], and�
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World WideWebtraffic [3]. Sincethentherehavebeenmany researchefforts to investigatevariousaspectsof this

correlation,� for example,traffic models([4, 5, 6, 7]), impactonnetwork performance([8, 9, 10]), andexplanations

for thepresenceof suchcorrelationstructures([3, 11, 12]).

Severalefforts to explain this correlationstructurein thenetwork traffic have beenprovided. Crovella et al.

[3] conjecturedthatthecorrelationbehavior in network traffic is causedby theheavy-taileddistribution of WWW

documentssizes,theeffectof caching,andhumanthinkingtime. Theauthorsof [3] claimthatthesecauses,which

areall locatedin theapplicationor user level, cangeneratelong rangedependencein thedatatraffic beingsent

by underlyingtransportprotocols. In [12], the authorsstudiedthe chaoticbehavior of TCP congestioncontrol

andconcludedthat the assumptionsin [3] arenot necessaryto explain the origin of self-similarity in TCP data

traffic. Theauthorsarguethat the“chaos”createdby theTCPcongestioncontrolmechanismalonecangenerate

self-similarity.

Stimulatedby [12], otherstudieshave tried to corroborateor explain why traffic generatedby TCP exhibits

self-similarity. In [13] theauthorsclaim thatTCP itself cangenerateself-similartraffic. Their studyis basedon

traffic measurementsof ahigh bandwidthWAN. Theanalysisis basedon thecoefficient of variationto determine

theburstinessof thetraffic; however thisdoesnotnecessarilyindicatethepresenceof self-similarity. In [14], Guo

etal. claimthattheTCPcongestioncontrolmechanism(i.e.,exponentialback-off of thetimeout)generatesheavy-

tailedoff periodsin thetraffic transmissionpatternwhenthelossprobabilityis high. TheauthorsuseaMarkovian

modelto show thattheheavy-tailedsilenceperiodswouldleadto traffic with self-similarity. Wenotethatin reality,

theoff periodsin theTCPtimeoutmechanismarenotheavy-tailed,sinceimplementationsof theprotocolimposea

maximumvaluein theretransmissiontimerafteratimeoutoccurs.In asimilarwork, theauthorsof [15] attemptto

show thatTCPcongestioncontrolmechanismcanleadto self-similartraffic. However, this resultis notconsistent

with that obtainedthroughsimulationin [16, 11], which indicatesthat the correlationin TCP traffic exists only

overa finite setof time-scales.

Therearealsoa few studiesthat have advocatedthe existenceof upperboundin the time-scaleassociated

with the correlationstructureof TCP traffic andbeyond which correlationbecomesnegligible. In a pioneering

paper[11], Manthorpe,et al. usesimulationto point out that network traffic is not strictly self-similar, but that

it exhibits a correlationstructureonly over a finite rangeof time-scales.To properlydescribethis phenomena,

which is clearly not consistentwith the conceptof self-similarity, the authorsintroducethe termspseudo self-

similarity andlocal Hurst parameter. However, theauthorsonly conjectureasto thecausesfor this limited scaling

behavior. In separatework, [17] usedsimulationresultsto claim that generalsimpleretransmissionschemesof

network protocolscanmake traffic appearself-similarover a certainrangeof time-scales.However, the author

doesnot preciselyidentify therangeof time-scalesof interestnor exploresspecifictimeoutmechanisms.In [16]

the authorsperforma carefulstatisticalanalysisof the samedatausedin [12] andevaluatea Markovian model
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of TCPto show thattheprotocoldoesnot generateself-similartraffic, but insteadpresentsa correlationstructure

only� overafinite rangeof time-scales.In ourearlierwork [18], weidentifiedandmodeledthemechanismsof TCP

thatareresponsiblefor the traffic correlationstructureover a finite rangeof time-scales,pointingout it wasnot

self-similar. We relatethecorrelationbehavior with thepacket lossprobabilities,andshow that thecorrelationis

presentover a wide rangeof packet lossprobabilities.In thesubsequentwork [19], Guoet al. alsopoint out the

existenceof finite time-scalesin theTCPtraffic pattern.They show that theexponentialback-off in the timeout

mechanismunderrelatively high lossratecangeneratepseudoself-similartraffic.

To date,then,thereis confusionregardingthecorrelationstructureof traffic generatedby TCP. Furthermore,

theTCPprotocolis composedof severalmechanismsandlittle is known aboutthecontribution of eachof them

to the correlationof TCP traffic. The goal of this paperis to carefully analyzethe TCP protocoland identify

how the timeoutandcongestionavoidancemechanismsgive rise to a correlationstructurein the traffic sending

rate. We provide separateMarkovian modelsfor eachmechanismswhich, underthe properlossprobabilities,

accuratelypredictsthe rangein time-scalesandthestrengthof thesustainedcorrelationstructureof thesending

rateof TCPtraffic. A simplesimulationscenariois alsousedto supportour conjectureandvalidatethemodels.

Our analysisappliesto a wide rangeof loss probabilities,including very low andhigh loss probabilities. We

show that, dependingon the lossprobability, eachof TCP’s internalmechanismshasa dominanteffect in the

correlationstructureof the traffic generatedby that session. For example,at a low packet loss probability of

0.01a sustainedcorrelationappearin time-scalesrangingfrom 2 to 64 roundtrip times(RTTs) dueto congestion

avoidance,while at a high lossprobabilityof 0.2 therangeis from 2 to 512RTTs dueto thetimeoutmechanism.

We presentananalyticaltechniquefor predictingthe largesttime-scalesassociatedwith thecorrelationstructure

of eachMarkovian modelof themechanisms.We alsoanalyzea comprehensive modelof TCPthataccountsfor

bothmechanismsandshow thatthetraffic generatedby this modelalsoexhibits a sustainedcorrelationonly over

a finite rangeof time-scalesandthat thetimeoutandcongestionavoidancemechanismsareprimarily responsible

for this characteristicin thetraffic. Finally, we simulateandanalyzea realisticscenariowith many non-identical

TCPflows to validateour results.

Therearealsosomestudiesthathave investigatedthebehavior of aggregatewide areaTCP/IPtraffic over a

broadrangeof time-scales.Their resultsindicatethatat very fine time-scales,thenetwork traffic tendsto exhibit

multi-fractalscaling[20]. Thecut-off time-scaleup to which thisphenomenais presentwasempiricallyobserved

to beon theorderof a round-triptime. Thefocusof our work is on time-scalesof oneor moreround-triptimes,

sincethepurposehereis to investigatethetraffic of a single TCPsessionandthetransitionsof its internalstateare

governedby multiplesof round-triptimes. Therefore,we do not considerany time-scaleslower thanoneround

trip time.

Many publicationsin the literatureusethe termself-similarandlong rangedependencelooselyandin many

3



casesthishasledto muchconfusion.Moreover, theHurstparameterhasalsobeenusedasaparsimoniousmeasure

to describe
�

the correlationstructureof analyzeddata,which is also misleadingsinceit must assumethat the

underlyingprocessis self-similar. Therehave beenattemptsto generalizethe conceptof the Hurst parameter

to modelsthat arenot self-similarbut exhibit a sustainedcorrelationstructureover finite rangeof time-scales.

Among these,thework of [6] introducedthe ideaof pseudoself-similarity. However, thesegeneralizations,and

the resultantterminology, also suffer pitfalls and will not be usedin this paper. Instead,we will turn to the

frequency domainto classifysuchprocesses,andusetheclassicalfamily of �	��
 processes[21] asthe basisfor

ourdefinition.

We definesustainedcorrelationstructurein termsof the power spectraldensity(PSD) ��
�
�� of a process,

which will bedetailedin Section3. A �	��
 processis generallydefinedasa processwhoseempiricalPSDis of

the form ��
�
���������
�� for some ����� and ���! "��# over severaldecadesof frequency 
 . For a long range

dependent(LRD) processes,this relationshipis truefor arbitrarysmallfrequencies,i.e. thereis no low frequency

roll-off. However, thereis a classof processesthatbehave like LRD processesover a certainrangeof frequencies

and the relationship��
�
��$�%����
�� with  previously defined,doesnot hold for somefrequency 
��'&)( , but

it doeshold for all frequencies&)(��*
+�,&.- . We saysuchprocesses(which arealso �	��
 processes)have a

sustained correlation structure over a finite rangeof time-scales,wheretherangeof time-scalesis determinedby

thefrequency interval / & (10 & -32 andis givenby /4�	�1& -50 �	�1& (62 1. A classicalexampleof suchaprocessis theMarkov

on-off process.ThePSDof this processresemblesthatof a Weinerprocess,with a  valueof 2, boundedby the

on-off timeperiodson thelow frequency range( & ( ). However, unlike theWeinerprocessits spectrumflattensout

for frequenciesbelow & ( andit doesnot suffer from theinfinite varianceproblemassociatedwith LRD processes.

TheMarkov on-off processis a well known shortrangedependent(SRD)process,however onecould easilybe

misledif only ashortfinite frequency rangeis observed,astheprocesscanpossesssustainedcorrelationstructure

over thecorrespondingtime-scales.

It is worthmentioningthatneitherthetimeoutnor thecongestionavoidancemechanismscanalonegive riseto

traffic with LRD characteristics,dueto theinherentfinitenessof their time-scales.However, thetraffic inducedby

thesemechanismsexhibits sustainedcorrelationstructurewith similar rangesof time-scalesto that of measured

Internettraffic of previousstudies,thathave identifiedtraffic to beself-similar. For example,in [22] theauthors

claim thatthemeasuredTCPpacket tracesover a lossylink is consistentwith self-similarbehavior. However, the

rangetime-scalesfor which their resultsexhibitssustainedcorrelations(Figure1(c)),which is from 2 to about512

RTT, overlapsalmostentirelywith thetime-scalesgeneratedby thetimeoutmechanism.In a moregeneralsense,

sincemostapplicationsuseTCPastheir datatransportprotocolandthemajority of thenetwork traffic is carried
1Notethatacontinuoustimeprocessunderourdefinitioncanhave 798;:=< , but theinertiainherentin any physicalsystemmakes 7�8 a

finite valuefor any observableprocess
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by TCP, onecaneasilymisinterpretthe origin of thesecorrelationstructuresandthe existenceof self-similarity

itself.> Theeffortsmadeto explainself-similarityfrom anupperlevel perspectiveshouldtake into considerationthe

behavior of TCP, sincecharacteristicsof theapplicationlayerarenot necessaryin orderto generatetheobserved

correlationstructuresin thenetwork traffic if TCPis usedasthetransportprotocol.As aresult,weemphasizethat

oneneedsto becarefulwhenclaimingthatnetwork traffic is self-similaror whenpotentiallyidentifying thecause

of suchcorrelationstructures.

Therestof thepaperis organizedasfollows. Section2 describestheTCPtimeoutandcongestionavoidance

mechanismsand,respectively, presentsMarkov modelsof their behaviors. Section3 presentsthe mathematical

framework usedto analyzethesemodels,andshows thatbothmodelsgive riseto sustainedcorrelationstructures

in thetraffic over a certainrangeof time-scales.Section4 providesa simplesimulationscenarioandresultsfrom

that scenarioto validateour models. Section5 presentsthe comprehensive modelof TCP and its analysis. In

Section6 we presentamorerealisticsimulationscenariocomposedof many non-identicalTCPflowsandpresent

theresultsobtained.Finally, Section7 summarizesthepaper.

2 TCP Timeout and CongestionAvoidanceModels

In this sectionwe describethebehavior of theTCPtimeoutandcongestionavoidancemechanismsandintroduce

two correspondingMarkov chainsthatcapturetheir functionality. Ourpurposehereis not to provide adetailedor

completemodelof TCP, but ratherto highlight andinvestigatethetimeoutandcongestionavoidancemechanisms

in isolation. Theanalysesof thesetwo simplemodelswill demonstratethateachof themechanismscanleadto

sustainedcorrelationstructureover afinite rangeof time-scalesin thetraffic rategeneratedby aTCPsession.

TCP is a window basednetwork transportprotocol that provides reliable end-to-enddatacommunication

[23]. It performsflow control and congestioncontrol by regulating its sendingwindow size throughan addi-

tive increase/multiplicative decreasemechanism.TCP includesseveralmechanisms,amongwhich timeoutsand

congestionavoidancecanhave asignificanteffect in thetraffic pattern.

2.1 Timeout (TO) Model

TCP usesa timeoutmechanismto achieve reliable transmissionof dataand to avoid congestioncollapse[23].

For every packet sentby the source,TCP startsa retransmissiontimer andwaits for an acknowledgmentfrom

thereceiver. Thedurationof the retransmissiontimer ( ?�@BA ) is basedon anestimateof the runningaverageand

varianceof theroundtrip time(RTT). TCPmaintainsa runningaverageandvarianceof theroundtrip time (RTT)
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that is updatedbasedon the arrival time of acknowledgmentpackets. The retransmissiontimer expires if the

acknoC wledgmentfor thecorrespondingdatapacket is not received andif thereareno threeduplicate(TD) acks.

Multiple acksfor thesamedatapacket canbegeneratedby TCP, sincea datapacket thatarrivesout of sequence

will trigger an ack packet with the sequencenumberthat was actuallyexpected(duplicateACK). When three

consecutive duplicateackpacketsarereceived,thesenderassumesthatthecorrespondingdatapacketwaslostand

retransmitsit withoutwaitingfor theretransmissiontimer to expire. If noTD acksarereceived,theretransmission

timer will expire (timeout)which will trigger the retransmissionof the datapacket andset the sendingwindow

sizeto one. This abruptlyreducesthe sendingrate,hopefully relieving possiblenetwork congestion.However,

theretransmissiontimer value( ? @�A ) for theretransmittedpacket is setto twice thevalueof thepreviously used

timervalue.TCPdoublesthetimervaluefor eachsubsequentretransmissionto furtherreducethesendingrateand

adaptto network congestion.This exponentialback-off continuesfor eachpotentialretransmissionafter thefirst

timeoutoccurs.After a timeoutoccurs,all TCPimplementationsimposea maximumvaluein theretransmission

timer. However, differentmethodsareusedto enforcethis bound. In someTCP implementationsthemaximum

retransmissiontimeouttimeris settoapredefinedvalue(e.g.,120sec.in Linux [24]); while in othersthemaximum

numberof back-off stages( DFEHGJI ) is fixed (e.g.,6 in netBSDandin ns simulator),which leadsto a maximum

retransmissiontimer of #�KMLBNPO�? @BA . In the TO model describedbelow, we assumethe latter criteria; that the

retransmissiontimercanbedoubleduptoamaximumof D�EQG6I times.After thetimeoutvaluereachesits maximum

value,it doesnot further increaseandremainsunchangedif losscontinues.Whenthesubsequentdatapacket is

successfullytransmitted,TCP recomputesthe RTT estimate,resetsthe timeoutvalueaccordinglyandstartsto

increaseits sendingwindow.
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Figure1: TCPtimeoutmodel

For both the TO modelandthe following congestionavoidance(CA) model,we assumethat packet lossis

describedby aBernoulli processwith parameterR andthatacknowledgmentpacketsarenever lost in thenetwork.

Eventhough,thepacket lossprocessin realnetworksis not givenby a Bernoulli process,we will laterarguethat

underour assumptionsthis processis sufficient to generatelossesandit canbe easilytuned. We will relax this

constrainton later sectionsof thepaper, whenpresentingboth the comprehensive modelandsimulationresults.

Theassumptionthatacknowledgmentpacketsarenever lostis mainlyfor simplicity andshouldnothavesignificant

impactonourresults.BasedontheTCPtimeoutmechanismdescribedabove,weconstructadiscretetimeMarkov
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chainillustratedin Figure1 ( DFEHGJITS!U ) to modelthe timeoutmechanism.Thesingleparameterof themodelis

thepacket lossprobability R ( VWSX�FYZR ). Thedetailedexplanationof thechainis givenasfollows.

[ State definition: Thefinite stateMarkov chainis definedby the tuple 
\D�] 0 ?�]^� 0`_ Sa� 0 � 0cbcbcb , where d	DF]^e
is a sequenceof randomvariablesthat indicatethevalueof theback-off exponentafter the _ -th transition;

and d	? ] e is a sequenceof randomvariablesthat indicateif thepacket beingsentafter the _ transitionis a

retransmission
\?�]fS+�1� or anew packet 
\?�];Sg�h� . Notethat �$ijDF]kijD�EQGJI , whereD�EQGJI is themaximum

numberof timestheretransmissiontimerdoubles.

[ Transition probability matrix: Figure1 illustratesall possibletransitionsin themodelwhichareassociated

with packet transmissionsfor thecaseDFEQG6IlSmU . Notethateverytimeapacket is lost,theback-off exponent

is increasedby one to doublethe timeout value. Moreover, it takes two consecutive successfulpacket

transmissionsin order for TCP to resumeits normal modeof operationand resetits back-off exponent.

Let Ron6p q6r nts4p qPsuSwv$
\D ]yx ($S{zc| 0 ? ]yx (}Sw~1|\� D ] S�z 0 ? ] Sw~�� be the probability that the timeoutmechanism

transitsto state 
\D ]yx ( 0 ? ]yx (	��S�
�z�| 0 ~�|�� after the 
 _�� �1� -th transitiongiven that it waspreviously in state


\DF] 0 ?�]��)S�
�z 0 ~�� . Thetransitionprobabilitiesaregivenby:

R n6p ( r n x ( p ( S R 0 �$��zl�jDFEHGJI
R n6p �3r n x ( p ( S R 0 �$i�zl�jDFEHGJI
R n6p ( r nJp � S ��YZR 0 �$��zlijDFEHGJI
R nJp �3r �3p � S ��YZR 0 �$i�zlijD EHGJI

R K LMN�O p q3r K LBN�O p ( S R 0 ~�Sg� 0 �
[ Time: Eachstateof theMarkov chainhasanassociatedholding time which is dependenton theoutgoing

transition.Thetimeis in unitsof RTT. Wewill assumethattheRTT is constantandhasvalue ? . Thus,if the

packet is successfullytransmitted,thenthestateholdingtime is equalto one ? . If a packet is lost, thenthe

elapsedtime is equalto # K}� ? @BA , where? @BA Sm� � ? andrepresentstheinitial valueof theretransmission

timeouttimer. Notethat � mustbeanintegergreaterthanzero(in theanalysisweassume��S�� ). Formally,

let ��] 0`_ S�� 0 # 0cbcbcb , bethestateholdingtime for state
\D�]�� (�0 ?�]�� ( � , which is thestateholdingtimeafterthe

_ -th transition.Thus,we candefine� ] 0`_ S+� 0 # 0cbcbcb as:

��];S

������������� ������������

# n � ?�@�A 0 D ]�� (�Smz 0 ? ]�� (�S����`D ] S�z � � 0 ? ] S����{�$��zW�jD EHGJI
# n � ? @�Au0 D�]�� ( Smz 0 ?�]�� ( Sg�9�`DF]�S�z � � 0 ?�];S����{�$i�zW�jDFEHGJI
? 0 D�]�� ( Smz 0 ?�]�� ( S����`DF]�S�z 0 ?�];Sg�9� �$��zWijDFEHGJI
? 0 D�]�� ( Smz 0 ?�]�� ( Sg�9�`DF]�Sm� 0 ?�];Sg�9� �$i�zWijDFEHGJI
# K LBN�O � ? @BAu0 D�]�� ( Smz 0 ?�]�� ( Sg~h�`DF];Smz 0 ?�];S���� z�SmDFEQG6I 0 ~�Sg� 0 �
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[ Traffic sending rate: Associatedwith eachstateof the Markov chain is a packet sendingrate, which

dependson the outgoingtransition. Note that in eachstateof the chainexactly onepacket is sent. More

formally, let �B] 0`_ S!� 0 # 0cbcbcb bethepacket sendingrateassociatedwith state 
\DF]�� (�0 ?�]�� ( � . Thus, ��] canbe

definedas:

�B]fS �	�	�B]P� _ S�� 0 # 0cbcbcb (1)

Currentavailabletechniquesto analyzethecorrelationstructureof anarbitrarydiscretetimeMarkovianmodel

requirethestateholding timesto be identical. In orderto usesuchtechniques,we modify the timeoutmodelby

trivially expandingthestatespaceso thatall stateshave identicalholding timesof ? . A state � in theoriginal

chainthathasholdingtime � � ? 0 �$S�� 0 # 0cbcbcb , is expandedto asequenceof states�l] 0`_ S�� 0cbcbcb	0 � , eachhaving a

holdingtime of ? , wheretransitionsinto state� arenow associatedwith state� ( , transitionsout of state� are

now associatedwith state��� , andRM�f� �9¡ p �f�;S�� 0`_ S�� 0cbcbcb	0 ��Y�� . Thetraffic sendingrateof state� is associated

with state��� andall otherstatesin thesequencehave asendingrateof zero.

2.2 CongestionAvoidance(CA) Model

We now focuson thecongestionavoidancemechanismandignorethepresenceof timeoutsto bettercapturethe

behavior of theadditive increase/multiplicative decreasemechanismfor governingthewindow size.Two distinct

mechanisms,namelyslow startandcongestionavoidance,control thewindow growth of TCPandconsequently,

its traffic sendingrate. TCP exits the slow start phaseandenterscongestionavoidanceafter the window size

exceedsa certainthreshold.This thresholdis dynamicallyadjustedandis setto half of the largestwindow size

whencongestionis detected.We will ignorethe slow startphaseandfocussolely in the congestionavoidance

mechanismsincemostof TCP’s traffic is transmittedwhile in thisphase.Oursimulationresultsshow thatfor loss

probabilitiesof 0.01,0.1 and0.2, thepercentageof packetssentin thecongestionavoidancephaseis 0.92,0.95

and0.99, respectively. This resultwasobtainedusingthe simulationscenariothat will be presentedin Section

4, which basicallyconsistsof a singleTCP-SACK flow traversinga singlelink thatdropspacketsaccordingto a

Bernoulli process.This resulttogetherwith thefactthatthevastmajority of thetraffic in theInternetis carriedby

afew longTCPsessions[25], justifiesour focusonthecongestionavoidancephase.Weconjecturethattheimpact

of theslow startphasein thetraffic correlationis very smallandcanbeignored.

In the congestionavoidancephase,thewindow sizeincreasesby onepacket whenall packets in thecurrent

window aresuccessfullyacknowledged. Hence,the window sizegrows linearly in time during the congestion

avoidancephase.Whena packet is lost, TCP reducesthe sizeof the currentcongestionwindow to reducethe

amountof traffic it caninject into thenetwork. In mostversionsof currentlydeployed TCP, suchasTCP-Reno
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andTCP-Sack,thewindow sizeis reducedby half whenthreeduplicate(TD) acknowledgmentsarereceived. If a

timeout¢ occursbeforethat,thewindow sizeis reducedto oneand,afterexiting from thetimeoutmodeof operation,

TCPstartsthewindow growth cycleagain.

1 2 4

£^¤�¥§¦©¨ ªt«­¬¯®�°^±
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Ú

Figure2: TCPcongestionavoidancemodel

In theCA model,we only considerwindow reductioneventsdueto triple duplicateacks,ignoringthetimeout

eventsandthe slow startphase.Hence,the window grows linearly whenno lossoccursandis reducedby half

whena packet is lost. We alsomake the assumptionthat the RTT is longer than the time requiredto sendall

packets in a window [26], which is reasonableif oneconsidersa wide-areanetwork. The discretetime Markov

chainfor this modelis illustratedin Figure2 andhasonly two parameters:themaximumwindow size( Û¯EHGJI )
andthepacket lossprobability(R ).

[ Statedefinition: Thestateof theMarkov chainis givenby Û�] 0`_ S+� 0 � 0cbcbcb , which indicatesthewindow

sizeof theTCPsenderafter _ transitions.Notethat �}i�Û¯]Hi�Û¯EHGJI andthat theinitial stateÛ � depends

on thevalueof theCA threshold,andcanrangefrom 1 to Ü»Û¯EQG6I���#1Ý .
[ Transition probability matrix: During theCA phase,thewindow sizeincreasesby onewhenall packets

in thecurrentwindow have beensuccessfullyacknowledged,provided that thecurrentsenderwindow lies

below its maximumvalue. Thus,thetransitionsoccurafter thewindow is fully transmitted.If thewindow

sizeis Þ , theprobabilitythattheentirewindow is successfullytransmittedis just 
��MYFRf��ß . Oncethewindow

sizereachesits maximumvalue,it remainsat this valueuntil a packet is lost. Whenever a packet is lost,

the TCP senderreducesthe window size to half, causinga transitionfrom state Þ to state Ü�Þ���#1Ý . The

probability thatat leastonepacket is lost amongthe Þ packetsin thecurrentwindow is just ��Y�
���YàRf� ß .

Let R ß r ß s SXvá
�Û¯]yx ( SXÞ�|�� Û¯])SXÞ�� , where �àimÞ 0 ÞF|)i�Û¯EQG6I , which is theprobabilityassociatedwith

thisstatetransition.Thetransitionprobabilitiesfor thechainarethengivenby:

R ß r ß x ( S 
��FYTR;��ß 0 ��ijÞâ��Û¯EHGJI
R ß ryã ß�ä -tå S ��Yj
���YZRf��ß 0 ���jÞâi�Û¯EHGJI

RBæ LMN�O r æ LBN�O S 
��FYTR;� æ LBN�O 0
R ( r ( S R 0
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[ Time: We associatea stateholdingtime with eachstateof theMarkov chain.As with thepreviousmodel,

time will be measuredin units of RTT andwe assumethat RTT is constantwith value ? . Sincewe also

assumethat ? is largerthanthetimerequiredto transmitawindow of packets,everytransitionin theMarkov

chainrequiresthesameamountof time. Let � ] 0`_ S+� 0 # 0cbcbcb bethestateholdingtime for stateÛ ]�� ( . Thus,

� ] Sg? for all _ �j� .
[ Traffic sendingrate: Associatedwith eachstateof theMarkov chainis apacket sendingrate.Thesending

rate for a stateis definedto be the numberof packets transmitteddivided by the stateholding time. Let

�B] 0`_ S�� 0 # 0cbcbcb bethepacket sendingrateassociatedwith stateÛ¯]�� ( . Thus,it is definedas:

��]©S Û¯]�� ( �1?ç� _ S�� 0 # 0cbcbcb (2)

3 Model Analysis

In this sectionwe first describethemathematicalframework usedto analyzethecorrelationstructureof both the

TO andCA models. We thenpresentvariousanalyticalresultssupportingour claim of sustainedcorrelationin

TCPtraffic overa finite rangeof time-scales.

Weareinterestedin thecorrelationstructureof thetraffic sentby aTCPsource.UsingtheTO andCA models

and ��] definedin equations(1) and(2), respectively, we canobtainthecorrelationstructureof thepacket sending

rates.However, in orderto comparedifferentmodelsandsimulations,we adjustthe time seriesassociatedwith

packet sendingratesothat it haszeromeanandunit variance.Thus,let è bethemeanand é - bethevarianceof

thesequence��] 0`_ Sa� 0 # 0cbcbcb . Thenormalizedsequenceis �.|] Sa
��B];Yêèk�t�1é 0`_ S{� 0 # 0cbcbcb . Both è and é - canbe

easilyobtainedfrom thesteadystateprobabilitydistribution of theMarkov chain.

Assumethatthattheinitial statedistribution of theMarkov modelsis thesteadystateprobabilitydistribution,

i.e.,at time0 themodelis alreadyin steadystate.Theautocorrelationfunctionof thetraffic rateis givenby:

ë 
\ìB�kSmDí/î� |( � |ï x ( 2 �{ìáSg� 0 � 0 # 0cbcbcb
Notethat Dí/î� |( 2 is theexpectedsteadystatetraffic sendingrateof themodel,which is zerodueto normalization.

Thepowerspectraldensity(PSD)of adiscretetime(stationary)stochasticprocessis definedasthediscreteFourier

transformof its autocorrelationfunctionandis givenby:

��
�
��ðS ñòó�ô � ñ
z � -Põ�ö ó ] ë 
\÷.� for Yêøù��
§�úø , where _ S�û YW�

S ë 
\�h� � # ñòó�ô (hüþý ÿ 
�# � 
�÷.� ë 
\÷.� 0 if ë 
 b � is real (3)
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To constructandanalyzebothmodels,weusetheTANGRAM-II modelingtool [27], whichallowsusto obtain

numerically¢ , amongothermeasures,theautocorrelationfunction ë 
\ìB� definedabove (see[28] for a descriptionof

the technique).The power spectraldensity(PSD) ��
�
�� is thennumericallycomputedfrom the autocorrelation

functionusingequation(3). Notethatequation(3) appliessince ë 
 b � is real for any real-valuedprocess,which is

thecasefor thesendingtraffic rate.

3.1 Analytical Techniques

A techniquefrequentlyusedin the literaturefor analyzingthe correlationbehavior of a processover different

time-scalesis basedon wavelet transforms.Wavelet-basedanalysis[29, 30] is computationallyvery efficient and

is robust undercertaintypesof non-stationarycomponentsthat may be presentin the dataand that generally

causeproblemsfor otherestimationtechniques.This analysisestimatesthe varianceof the wavelet coefficients

of the analyzedtime seriesat particulartime-scales.This estimateis thenplotted in a double
�
ý � - scaleanda

linearasymptoticregimeoverall time-scalesaboveacertainthresholdis takenasevidenceof self-similarityin the

data.Theslope � of this asymptoticlinear region yieldsanestimateof theHurstparameterthroughtherelation� S�
�� � �1�t��# .
Theestimateof thevarianceof thewaveletcoefficientsmeasuresthe“energy” in thesignalat thegiventime-

scale.This measurecorrespondsto anestimateof thepower spectraldensityof theprocessat a frequency deter-

minedby thegiventime-scale[29]. In particular, thetime-scale#�� correspondsto thefrequency # � �	
 � , where 
 �
is determinedby the samplingrateof the time series.Therefore,the wavelet estimatoris essentiallythe power

spectraldensityof theprocessassociatedwith theanalyzedtime series.However, theestimateof thepower spec-

tral densityvia thevarianceof thewaveletcoefficientssuffersfrom abiasthatis dependentonthetime-scalebeing

analyzed.In thecasetheprocessis truly long rangedependent(i.e., ��
�
��k���	��
 � , with �á�ú =� # ), this biascan

bereducedto a simpleform andremovedgiving riseto anunbiasedestimator, aspointedout in [29]. However, if

theprocessis not long rangedependent,thenthepowerspectraldensityestimateis biased.

To maintainconsistency of presentation,we plot the analyticallyobtainedpower spectraldensityusing the

sameaxes as the wavelet analysis. That is, the � -axis is in a
�
ý � - scaleof increasingtime-scales(decreasing

frequencies)andthe � -axisis in a
�
ý � - of increasingenergy (increasingpower spectraldensity).This alsoretains

theintuitivenatureof plots,in whichquantitiesincreasefrom left to right. Thus,thereadershouldvisuallyinterpret

theseplotsthesamewayastheenergy-scaleplotscommonlyusedin waveletliteratureandelsewherein thispaper.

An illustrationof this mappingis shown in Figure3. We notethat thecomputationallyefficient waveletanalysis

methoddevelopedin [30] only yieldsestimatesat time-scales# �50
	 Sâ� 0 � 0cbcbcb�0 ÷ , where ÷ dependson thelength

of thetime series,while thepower spectraldensitycanbecomputedat any time-scale(frequency). In thewavelet
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Figure3: Relatingthewaveletestimatorplot to thepowerspectraldensity

analysistheenergiesestimatedat eachtime-scaleareconnectedby straightlines,asillustratedin Figure3. This

plot alsohasan interpretationasa laterally invertedperiodogram,with the axesscaledto matchthe axesin the

waveletplots.

3.1.1 Waveletanalysisof simulated traces

All simulationsin thispapergeneratepacket tracessentby eachsource.Thetracesarethenaggregatedusingfixed

lengthbinsinto apacket ratetimeseries.Let v ] 0`_ S�� 0 # 0cbcbcb10 ÷ bethepacket time seriesgeneratedfrom apacket

traceusingbin sizesof length � timeunits.Thus, v�] indicatesthenumberof packetssentduringthetimeinterval

/ � � 
 _ Ym�1� 0 � � _ � . In all time seriesgenerated,� is setto theaverageroundtrip time of thecorresponding

TCPsession.Without lossof generality, thetime seriesis normalizedto have zeromeanandunit variancebefore

beinganalyzed.Let è be the samplemeanand é - be the samplevariance.Thus,the normalizedtime seriesis

v�|] S�
\v;])Y è.�t� é 0`_ S'� 0 # 0cbcbcb�0 ÷ . This normalizationallows a direct comparisonbetweenall resultsobtained,

sincethesamenormalizationis performedfor themodels.

In orderto understandthecorrelationstructureof thesendingtraffic, we usethewavelet-basedestimatorde-

scribedabove to analyzethepacket ratetimeseries.Thepublicly availablewaveletanalysisalgorithmsdeveloped

by VeitchandAbry [30] wereusedandwechosetheDaubechies-1asthemotherwavelet.Wedid notfind any need

for higherordermotherwavelets,sincetheresultsobtainedwerevery similar. As mentionedabove, theoutputof

thewaveletanalysisis agraphwherethe � -axisrepresentstime-scales.It is importantto notethatthesetime-scales

areamultipleof theaggregationtimeunit usedfor generatingthetimeseries(i.e., thesamplingfrequency). Thus,	 in the � -axisrepresentsa time of # � � � , where � in our time seriesis theaverageRTT. Theestimatesof the
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varianceof thewaveletcoefficientstogetherwith a a 95%confidenceinterval of suchestimatesarecomputedby

thealgorithm.

3.1.2 Time-scalesand power spectraldensity

In this section,we derive ananalyticalprocedureto obtainthelower boundaryof thefrequency rangeover which

the processexhibits sustainedcorrelationstructure.Recall that sustainedcorrelationstructureis definedover a

rangeof time-scales/4�	�1& -50 �	�1& ( ]. Herewe areinterestedin deriving �	�1& ( , which correspondsto largesttime-

scaleassociatedwith thecorrelationstructure.

The power spectraldensityfunction of a discrete-timeMarkov processcanalsobe expressedin term of the

eigenvaluesof thetransitionprobabilitymatrix. This resultwasderivedin [31] andis givenby:

��
YX­�)S ò Z [ Z 
��FY]\ -Z ���Yê#^\ Z üþý ÿ 
YXk��� � \ -Z
wherethe X is the radiansfrequency; \ Z correspondto the _ -th eigenvalueof the transitionprobabilitymatrix of

theMarkov chain;
[ Z is theaveragepowercontributedby \ Z andis definedin [31]. Theparameter� representsthe

timeunit of theprocessandin ourcaseis equalto ? , which is oneroundtrip time.

Note that eacheigenvalue \ Z contributesa componentto ��
YX­� over all frequencies.Let \ � be the largest

positive realeigenvaluesmallerthan1. It is known thatthecontribution of \ � dominates��
YX­� for low frequencies

[31]. Thecontribution of \ � is givenby:

� � 
YX­� S `4a�b ( �dc 8a eb ( �dc a e 8 xgf�c a^hJi j 8 b�k @ ä - e
wheretheidentity üþý ÿ 
YXk���.S��FY # ÿ lnm - 
YXk�F��#�� wasapplied.

AssumeÞ��po � , thuswe have ÿ
lnm 
 k @- � � k @- . Wewill observe thatthis assumptionholdsin theanalysisof

ourmodels.Thus,wehave:

� � 
YX­� S [ � 
��FYq\ -� �t�5\ � � -r ��Y]\ �û \ � �ts - � X -
In [4] theauthorsrelatetheboundaryof the frequency rangeto thepolesof thepower spectraldensity. This

observation is alsodiscussedby Franksin [32, 33]. Using this approach,the lower boundaryof the frequency

rangeis thepoleof � � 
YX­� . Therefore,sinceXêSm# � 
 , we have thatthelowestfrequency is givenby:

�	�1&)( S �# � ��Y]\ �û \ � � (4)
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Anotherinterestingmetric thatcanalsobeobtainedanalyticallyfrom our modelsis thestrengthof thecorre-

lationu of theprocess.Thestrengthof thecorrelationis givenby ��
\�h� , whichcanbedeterminedfrom equation(3).

At frequency zero,equation(3) reducesto thesumof thecorrelationfunctionover all lags,which canbe easily

computednumerically. By comparingthevaluesof ��
\�h� for differentnormalizedprocesses,we canreasonabout

thecorrelationstrengthof eachrespective model.

3.2 Analysis of the TO model

We begin by presentingthe resultsof the TO model. Figure 4 illustratesthe wavelet plots of the correlation

structureof thesendingtraffic ratefor differentlossprobabilities.The � -axis representsthe time-scalesin units

of RTT andin
�
ý � - scale(i.e., ? � # I ). The � -axisrepresentstheenergy, or

�
ý � - of thepower spectraldensityas

discussedin theprevioussection.Notethatthefirst datapoint in all curvesoccursat twice theRTT, sincethebasic

timeunit of themodelis oneRTT. Fromthefigure,weobserve thattheenvelopeof thecurvesat integerpowersall

havea linearincreasingpartwhichgraduallybecomeaflat horizontalline. Thelinearincreasingpartindicatesthe

presenceof sustainedcorrelationstructureover therespective time-scales.A horizontalline in this plot indicates

theabsenceof any correlationin thosetime-scales.Thefine correlationstructureat lower time-scalesandwithin

theintegerpowersis dueto theinteractionof theexpandedstatesof thetimeoutmodel.However, our focusis on

largertime-scalesandin particularon thetime-scalesat which therisegivesin to ahorizontalline.

From Figure4 we observe that differentpacket lossprobabilitiesleadto differentcorrelationbehavior that

spanacrossdifferenttime-scales.In particular, asthelossprobabilityincreases,therangeof time-scalesfor which

sustainedcorrelationsarepresentincreases.For example,whenthe lossprobability is 0.1 the time-scalesrange

from #�? to ��#^v�? , while for a higherlossprobabilityof 0.3, therangeextendsfrom #�? to w9��#�? . Table1 depicts

the time-scales�	�1& ( (in
�
ý � - ), given by equation(4), at which the processshouldstart to looseits correlation

structure.Thesevaluesarealsomarkedwith an x crossin eachcorrspondingcurve in Figure4. We canobserve

from Figures4 and5 thatthetime-scalespredictedby equation(4) agreeswell with thetimeoutmechanism.Table

1 alsodepicts��
\�h� , whichmeasuresthestrengthof thecorrelationof theprocessandcorrespondsto the“Energy”

at largertime-scalesin thegraphsof Figure4.

An intuitive explanationfor theincreasein therangeof time-scaleswith lossprobability, is thatfor higherloss

thesystemis morelikely to reachhighervaluesof theback-off exponent,which introduceslongerdelaysbetween

packet transmissiontimes,significantlyreducingthetraffic rate.Thisphenomenonintroducesmorecorrelationin

thegeneratedtraffic, asshown by theincreasein Rgy _ 
\�h� in thetable.Moreover, thisalsodirectly affectstherange

of time-scalesfor whichsustainedcorrelationappears.
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Packet loss
�
ý � - (maxtime-scale)

�
ý � - 
\��
\�h��� - “Energy”

probability

0.01 6.69 0.34

0.05 7.44 1.62

0.10 7.92 3.15

0.20 8.52 5.24

0.30 8.62 5.82

0.40 8.26 5.42

0.50 7.73 4.60

Table1: Times-scalesandcorrelationstrengthof TO mechanism.

For low lossprobabilitiesthemodelexhibitsalmostnocorrelationstructure,whichis observedby thepresence

of analmosthorizontalline over all time-scales.We observe thateventhoughtherangeof time-scalespredicted

is high,thestrengthof correlationof thetimeoutmechanismis very low, having valuesof 1.27for lossprobability

of 0.01,ascomparedwith 56.5for 0.3 lossprobability.
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Figure4: Analysisof theTimeoutmodel

Onecould askwhat would happenif the timeoutmechanismwassubjectedto severepacket lossconditions

andconjecturethatthecorrelationstructurewould bemorepronounced.Figure5 illustratesthis situationandthe

resultsshow thatthishypothesisis not true.At higherpacket lossprobabilities,therangeof time-scalesoverwhich

themodelgeneratessustainedcorrelationsdecreasesslowly, aswell asthestrengthof correlation.This canalso

beobservedin Table1. Intuitively, whenthelossprobabilityis high,thedynamicsof ourmodeldrifts to thestates

with high inter-packet delay. However, dueto thefinite statespaceof themodel,thelargestinter-packet delayis
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Figure5: Analysisof theTimeoutmodelunderhigh lossprobability

? @BA � #5� which limits thetime-scalesfor whichsustainedcorrelationis present.Thepeaksin thelinearriseof the

curvesaredueto periodicbehavior of theautocorrelationfunction. Theautocorrelationfunctionexhibit periodic

oscillationswith aperiodo U�� ? thatis causedby thestructureof theMarkov chain.Thesepeakswouldnotappear

in thewaveletanalysisof measuredtracessincewaveletanalysiscomputesa smoothedvaluefor theestimateof

thepowerspectraldensityaroundeachtime-scale.

3.3 Analysis of the CA model

We now focus on the analysisof the CA model. Figure 6 illustratesthe energy-time-scaleplot of the traffic

sendingratefor differentlossprobabilities.Herethemaximumwindow size, Û¯EHGJI , wassetto 30 packets,which

is a typical valueusedin realTCPconnections.

From the results,we observe that the curves have a linear increasingpart which stopsrising at a certain

time-scale,andbecomeshorizontal.Again,we observe that theCA modelexhibits very differentbehavior under

differentlossprobabilities.In particular, asthelossprobabilitydecreases,boththerangeof time-scalesfor which

sustainedcorrelationsarepresentandthestrengthof thecorrelationincreases.For example,whenthe lossprob-

ability is 0.3 thetime-scalesrangefrom #�? to v�? , andstrengthof correlationis 1.74. Thesevaluesincreaseto a

rangeof #�? to U�� ? andstrengthof 12.1whenthelossprobabilityis 0.01.Table2 illustratesthetime-scales�	�1& (
associatedwith theCA mechanismthatwerepredictedby equation(4) andthestrengthof correlation
\��
\�h��� . The

valuespredictedby theequationarealsomarkedwith an x in thecorrespondingcuvesin Figure6. We observe

thetrendin therangeof time-scalesandin thestrengthof correlationaslossprobabilitydecreases.
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Figure6: Analysisof theCongestionAvoidancemodel

Packet loss
�
ý � - (maxtime-scale)

�
ý � - 
\��
\�h��� - “Energy”

probability Û¯EHGJIlS¨§�� Û�EQGJIlS�U�� Û¯EQG6IlS���#�� Û¯EHGJIWS¨§�� Û�EQGJIlS�U�� Û¯EQG6IlS���#��
0.001 5.11 6.34 6.75 3.80 4.89 5.25

0.01 5.10 5.14 5.14 3.59 4.11 4.11

0.05 4.00 - - 2.48 3.62 3.62

0.10 3.45 - - 1.93 - -

0.20 2.77 - - 1.27 - -

0.30 2.25 - - 0.80 - -

Table2: Times-scalesandcorrelationstrengthof CA mechanism.

An interestingquestionis what happensto the rangeof time-scaleswhenthe model is exposedto very low

lossprobabilities.Figure7 illustratesthe resultsfor theCA modelwith lossprobabilitiesof 0.01and0.001and

valuesof Û¯EHGJI of 30, 60 and120. We startby inspectingthe resultswhenthe lossprobability is 0.01. In this

case,the correlationbehavior of a TCP sessiondoesnot dependon Û¯EQG6I onceit exceeds30. Whenthe loss

probability is 0.001,we observe that thecorrelationbehavior of a TCPsessionis sensitive to thevalueof Û EQG6I .
For Û¯EHGJI�S©§�� , the time-scalesandthe correlationbehavior aresimilar to the casethat the lossprobability is

0.01. However, for Û¯EQG6I of 60 and120 thecorrelationbehavior spansa greaterrangeof time-scalesthantheir

counterpartwhenthe lossprobability is 0.01. Moreover, thecurve with Û�EQGJIàS{��#�� hasa slightly larger range

of time-scalesin which theTCP sessionexhibit sustainedcorrelations.This discussionis alsosupportedby the

time-scalespredictedby equation(4) andby thestrengthof thecorrelation,bothdepictedin Table2.

Intuitively, this behavior arisesfrom the fact that for very low loss probabilitiesthe congestionavoidance
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mechanismincreasesthe window size as much as possible. However, due to the limitation on the maximum

windoª w size imposedby Û�EQGJI , this growth is inherently limited. Thus, a larger value of Û¯EQG6I allows the

mechanismto reachlargerwindow sizesand,consequently, reachhighertime-scales.However, thisdrift to higher

window sizesis only relevantundervery low lossprobabilities,sincein this casetheprobability thatthewindow

increasespastsomelargervalueis notnegligible ( 
���YZRf� ß ).
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Figure7: Analysisof theCongestionAvoidancemodelundervery low lossprobability

We endthis sectionby summarizingthebehavior of bothTCPmechanismsunderdifferentlossprobabilities.

Therangeof time-scalesover which themodelfor theTO mechanismexhibitssustainedcorrelationsincreasesas

thelossprobability increases. In contrast,themodelfor theCA mechanismpredictsthattherangeof time-scales

increasesasthe lossprobability decreases. Anotherobservation is that in the caseof Û¯EQG6I = 30, the rangeof

time-scalesof the TO modelis muchlarger thanthatof the CA model. Thus,thesetwo mechanismscombined

play importantrolesatdifferenttime-scalesof theTCPprotocol.

4 Simulation Scenario

In thissectionweusesimulationto supportourclaimthattheinternalmechanismsof TCPcangeneratedatatraffic

with sustainedcorrelationstructuresover afinite rangeof time-scalesunderdifferentlossprobabilities.

All simulationsin this work wereperformedusingthens-2simulator[34]. A simplenetwork topology, con-

sistingof asinglesource,apacketqueueandareceiver, wassimulatedto investigatethetraffic correlationstructure

generatedby asingleTCPsessionover a lossylink.

Figure8 illustratesthemodelbeingsimulated.Thesenderhasan infinite amountof datato transmit;thusit
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Figure8: Simulationscenario

alwayswantsto sendasmuchdataaspossible.Thequeuestorespacketsfrom thesourceandforwardsthemto

thereceiver. Weassumethatthequeuehasaninfinite sizebuffer to remove any packet losscorrelationthatmight

occurdueto buffer overflow. A lossagentis attachedto thequeueanddropspacketsrandomlyat thetimeof their

arrival accordingto a Bernoulli processwith parameterR . Thereceiver actsasa sink andsimply collectsthedata

packetssent.TheTCPtransportprotocolis usedto transferthedatabetweensenderandreceiver. Weassumethat

theack packetssentby thereceiver arenever lost.

In thissimulationscenario,weinvestigatedthebehavior of asingleTCPflow in theabsenceof any background

traffic. All packets traversingthe queuebelongto the TCP sessionbeinganalyzed. Thus, packet losseswere

generatedsolelyby theBernoulli lossprocess.This allows a directcomparisonwith theTO andCA modelsthat

capturethebehavior of a singleTCPflow.

During a simulationrun, we capturetwo packet traces: one at the link betweenthe senderand the queue

(beforethelossagent);theotherbetweenthequeueandthereceiver (afterthelossagent).In all resultspresented,

we analyzethefirst trace.For purposesof our study, we verifiedthatbothtracesyield similar behavior, thusour

conclusionsalsohold for thelattertrace.

The parametersvaried during the simulationswere the packet loss probability, the link propagationdelay

(which is animportantcontributor to theRTT), and Û¯EHGJI , themaximumwindow sizeof theTCPprotocol.Our

resultsshowedthatthepropagationdelayand Û¯EHGJI hadnosignificantimpacton ourconclusions.For theresults

presentedherethe link propagationdelaywassetto 50 ms,the link bandwidthto 1000packets/secand Û¯EHGJI to

30. Noticethatthetime to transmitthemaximumwindow (30ms)is muchsmallerthantheRTT (around100ms),

which agreeswith previous assumptionmadein bothTO andCA models.The resultsshown arefor theSACK

versionof TCP, which is becomingincreasinglythedominantTCP usedin the Internet[35]. However, we also

simulatedandanalyzedTCP-Tahoe,whichexhibitedresultsvery similar to theonesshown by SACK.

Thesimulationswereusuallyexecutedfor 100 to 500hoursof simulatedtime, correspondingroughly to the

transmissionof 2 to 40 million packets,dependingon the lossprobability. The reasonfor suchlong simulation

runsis to obtaintight confidenceintervalswhenperformingthewaveletanalysis.
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4.1 Observations fr om Simulation

The packet ratetime serieswasgeneratedusingthe simulationpacket tracewith a bin sizeof the averageRTT

( ? = 100ms). Figure9 shows theresultsof thewaveletanalysisof thenormalizedtime seriesfor differentloss

probabilities.Thesolid line indicatesthesimulationresultswith a 95%confidenceinterval denotedby a vertical

line over integervaluesof thetime-scale.
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Figure9: Waveletanalysisof thesimulationtraces

Ourfirst observationfrom Figure9 is thatunderaBernoulli lossprocess,asingleTCPflow exhibitssustained

correlationover a finite rangeof time-scales.We note that this correlationstructureis presentacrossall loss

probabilities. A similar observation wasalsomadein [11] wherethe authorsusea differentsimulator, a more

complex network model(i.e.,moreprotocollayers)andno artificial lossprocess.Notethatasthelossprobability

increases,thetime-scalesover which sustainedcorrelationstructureis presentincreases.For a lossprobabilityof

0.01,thetime-scalesrangefrom #�? to U�� ? , while for a lossprobabilityof 0.3 it rangesfrom #�? to �c� #�� ? , which

correspondsto a rangefrom 0.2to 102.4seconds(almosttwo minutes).

A secondobservation is thatfor low lossprobability(0.01)thesimulationresultmatchescloselywith theCA
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modelunderthesamelossrate,asillustratedin theupperleft graphof Figure9. Moreover, underhigh lossprob-

abilityð (0.3) thesimulationmatchestheTO model,asillustratedin thelower right graphof Figure9. This clearly

indicatesthatunderlow andhigh lossprobabilities,theCA andTO mechanisms,respectively, dominatethetraffic

patterngeneratedby TCP. Under low lossprobability the CA mechanismdominatesandproducescorrelations

over a shorterrangeof time-scales.In this lossregime the TO mechanismhasvery little impact. However, for

high lossprobabilitytheeffectof theCA mechanismdiminishesandthetraffic correlationis dominatedby theTO

mechanism,producinga largerrangeof time-scales.

The resultsin Figure9 alsovalidatethe CA andTO modelssinceunderthe properloss regime the results

from themodelagreeswell with simulationresults.Wepointout thatthecorrelationstructurein thedatatraffic is

causedby amixtureof theeffectof theTO andCA mechanism.Thus,thesimulationresultsobtainedfor medium

lossprobability (0.1) cannotbedirectly comparedto eithertheTO or CA models.However, theupperright and

lower left graphsshow that indeedthe correlationbehavior is a mix of both mechanisms.Theseplots show the

simulationresultstogetherwith theresultsfor bothmechanismsin isolationfor thesamelossprobability, andwe

observe thatthesimulationcurve is almostacombinationof theothertwo curves.

5 ComprehensiveTCP model

Sofar we have seenthatbothmodelsfor TO andCA mechanismsin isolationcanproducesustainedcorrelation

structuresin thedatatraffic over someanalyticallypredictablerangeof time-scales.In this sectionwe analyzea

comprehensive Markovian modelof TCP that includesboth TO andCA mechanismsaswell asa bursty packet

lossprocess.

Many Markovian modelshave beendevelopedto modelthevariousmechanismsof TCP[36, 37, 19, 38, 39].

In thefollowing analysiswewill useamodifiedversionof themodelproposedin [36], whichcapturesthetimeout

andcongestionavoidancebehavior of TCP-Renousingadiscrete-timeMarkov process.

TheTCPbehavior is modeledin termsof “rounds”,wherearoundrepresentstheback-to-backtransmissionof

thecurrentcongestionwindow. Theassumption,asusedfor bothof theTO andCA models,is thattheround-trip

time is larger thanthetime requiredto transmitall packetsin thecongestionwindow. Thepacket lossprocessis

independentamongdifferentrounds. However, if a packet is lost in a round,thenall remainingpackets in that

window arealsolost. This lossprocessis motivatedby packetsoverflowing onabottleneckqueuewith adrop-tail

policy in thenetwork. Moreover, sincetheround-triptimeis largerthanthetimeto sendall packetsin thewindow,

it is reasonableto assumethatthelossprocessis independentbetweenrounds.Thestateof themodelis described

by the tupleof 
�Û¯] 0�ñ ] 0�ò ] 0 D�] 0 ?�]t� 0`_ Sa� 0 � 0cbcbcb , where _ is thenumberof thecurrentround. Û¯] representsthe
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window sizefor round _ ; ñ ] helpsto modelthedelayedackbehavior of theTCPreceiver, ñ ]HS � indicatesfirst

of the
ó

two roundsand ñ ]­S,� indicatesthesecond;ò ] is thenumberof packetslost in the 
 _ Yg�1� -th round; DF]
denoteswhethertheconnectionis in a timeoutstateandthevalueof theback-off exponentin round _ ; ?�] indicates

if a packet beingsentin the timeoutphase(TO) is eithera retransmission( ? ] S � ) or a new packet ( ? ] S{� ).
Thetransitionmatrixof thechainis obtainedfrom thebehavior of TCP-Renoby examiningall possibletransitions

from agivenstate.A stateholdingtime thatis dependenton thenext transitionis associatedwith eachstateof the

model.Time valuesarein unitsof RTT andaredenotedby anintegermultiple of theRTT. Let ? bethevalueof

theRTT. As in Section2, themodelassumesthat theretransmissiontimer ? @BA is anintegermultiple of ? . This

ratio is alsoaparameterof themodel.

Theoriginalmodelproposedin [36] wasvalidatedusingsimulationandmeasurementresultswhichindicateits

adequacy in capturingtheessenceof TCPtraffic [36, 40, 41]. In particular, it wasshown thatthemodelcanpredict

the TCP throughputandpacket sendingrateunderdifferent scenariosquite well. The modeldescribedabove,

which will soonbeanalyzed,is slightly differentfrom theoneproposedin [36]. Theoriginal modelallowed the

senderto exit thetimeoutphaseandreturnto thecongestionavoidancephaseimmediatelyafterasuccessfulpacket

transmission.However, asdiscussedin theTO model,theTCP protocolrequiresthesuccessfultransmissionof

thesubsequentdatapacket for theTCPsenderto exit theexponentialback-off phaseandresumenormalmodeof

operation.Wemodifiedthemodelandintroducedthisproperbehavior. Notethatthemodifiedmodelrequirestwo

consecutive successfultransmissions(onefor the lost packet andthe other for the new packet) beforeallowing

theTCPsenderto returnto congestionavoidancephase,which is thesamebehavior of theTO modelintroduced

earlier. This modificationwasaccomplishedby introducingthestatevariable ?�] into thestatespace.Apart from

thisextension,themodelusedhereis exactly thesameastheoneproposedin [36]. A completedescriptionof the

modifiedMarkov chainis now given.

Let R ß p ô�p Z p õ»p q3r ß s p ô�syp Z s p õ syp qPs S v$
�Û¯]yx ( S Þ�| 0�ñ ]yx ( S÷ö3| 0�ò ] x ( Sø_�| 0 D�]yx ( Súùt| 0 ?�]yx ( Sð~1|�� Û¯]TS Þ 0�ñ ]ZSö 0�ò ] Sû_ 0 D ] Süù 0 ? ] S ~ � be the probability associatedwith this statetransition. Moreover, associatedwith

eachstateof the Markov chainis a packet sendingrate,which is dependenton the outgoingtransition. Let the

sequence�B] 0`_ S � 0 # 0cbcbcb be the packet sendingrateassociatedwith state 
�Û¯]�� (�0�ñ ]�� (�0�ò ]�� (	0 DF]�� (�0 ?�]È� ( � . Let

��]©S¨y ß p ô�p Z p õ»p q3r ß s p ô s p Z s p õ s p q s for two successive states.Thus,thetransitionprobabilitiesandthepacketsendingrateare

givenby:
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[ No packetsarelost

R ß p �3p �3p �3p �3r ß p ( p �3p �3p � S 
��FYàRf��ß 0 ��ijÞâ��Û¯EQG6I
R ß p ( p �3p �3p �3r ß x ( p �3p �3p �3p � S 
��FYàRf��ß 0 ��ijÞâ��Û¯EQG6I
R ß p �3p �3p �3p �3r ß p �3p �3p �3p � S 
��FYàRf� ß 0 ÞgS�Û¯EQG6Iy ß p �3p �3p �3p �3r ß p ( p �3p �3p � S Þ��1? 0 ��ijÞâ��Û¯EQG6Iy ß p ( p �3p �3p �3r ß x ( p �3p �3p �3p � S Þ��1? 0 ��ijÞâ��Û¯EQG6Iy ß p �3p �3p �3p �3r ß p �3p �3p �3p � S Þ��1? 0 ÞgS�Û EQG6I

[ Oneor morepacketsarelost in a round

R ß p ô�p �3p �3p �3r ß � Z p �3p Z p �3p � S R�
��FYTRf� ß � Z 0 #}ijÞXi�Û¯EQG6I 0 ö�Sg� 0 � 0 � iý_.��Þ
R ß p ô�p �3p �3p �3r ( p �3p �3p ( p ( S R 0 ��ijÞXi�Û EQG6I 0 ö�Sg� 0 �y ß p ô�p �3p �3p �3r ß � Z p �3p Z p �3p � S Þ��1? 0 #}ijÞXi�Û¯EQG6I 0 ö�Sg� 0 � 0 � iý_.��Þy ß p ô�p �3p �3p �3r ( p �3p �3p ( p ( S Þ��1? @BAu0 ��ijÞXi�Û¯EQG6I 0 ö�Sg� 0 �

[ Oneor morepacketsarelost in ashortround

R ß p �3p Z p �3p �3r ( p �3p �3p ( p ( S � 0 � ijÞâ�þ§
R ß p �3p Z p �3p �3r ( p �3p �3p ( p ( S -ò

] ô � R�
��FYZR;�
] 0 §çijÞâ�úÛ¯EQG6I

R ß p �3p Z p �3p �3ryã b ß x Z e ä -tå p �3p �3p �3p � S ß � (ò
] ô ÿ R.
���YZRf� ] � 
��FYZR;� ß 0 §çijÞâ�úÛ¯EQG6Iy ß p �3p Z p �3p �3r ( p �3p �3p ( p ( S Þ��h
\? @BA Y ?�� 0 � ijÞâ�þ§y ß p �3p Z p �3p �3r ( p �3p �3p ( p ( S Þ��h
\? @BA Y ?�� 0 §çijÞâ�úÛ¯EQG6Iy ß p �3p Z p �3p �3ryã b ß x Z e ä -tå p �3p �3p �3p � S Þ��1? 0 §çijÞâ�úÛ¯EQG6I

[ ExponentialBack-off

R ( p �3p �3p ] p q3r ( p �3p �3p � i j�b ]yx ( p � e p ( S R 0 � i _ i � 0 ~ Sg� 0 �
R�( p �3p �3p ] p ( r ( p �3p �3p ] p � S ��YZR 0 � i _ i �

R ( p �3p �3p ] p �3r - p �3p �3p �3p � S ��YZR 0 � i _ i �y ( p �3p �3p ] p q3r ( p �3p �3p � i j4b ] x ( p � e p ( S �	�h
�# b ]�� ( e ? @BA � 0 � i _ i � 0 ~ Sg� 0 �y ( p �3p �3p ] p ( r ( p �3p �3p ] p � S �	�1? 0 � i _ i �y ( p �3p �3p ] p �3r - p �3p �3p �3p � S �	�1? 0 � i _ i �

All othertransitionsthatwerenotdefinedabove have probabilityzero.A detaileddescriptionandexplanation

of the original model can be found in [36]. In the analysisthat follows, we will presentresultsfor the case

? @BA Sa? and ? @BA S � ? . Thevalueof � ? waschosento becomparablewith thesimulationresultsthatwill

follow in thenext section.
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In orderto applya techniqueto analyzethecorrelationstructureof this modelwe needall statesof thechain

to ha
�

ve identicalholding times. As discussedin Section2, we expandthestatespaceof the modelso thateach

stateholdingtimeis equalto ? . Wenotethattheanalysisin [36] did not requireall statesto have identicalholding

times.Theexpansionusedhereis exactly thesameastheonepresentedin Section2 for thetimeoutmodel.

The numberof statesin the Markov chaindependsdirectly on the ? @BA value. For the case? @BA S�? and

?�@BA S � ? , thestatespaceof thecomprehensive modelis 567and855states,respectively. For suchstatespaces,

thenumericalcomputationof theautocorrelationfunctionfor a maximumlag of a 1000 
 ë 
\ìB�`�`ì§Sa� 0cbcbcb�0 �c�5�5�h�
andof thepower spectraldensityfor a minimumfrequency of �c� ��� having 1024points,is quite fast. Thecom-

putationof both of thesefunctionstakesunder2 minutesfor the larger statespaceon a PentiumIII - 730MHz

CPU.

5.1 Model analysis

Thisdetailedmodelof TCPwasanalyzedusingthesametechniquesdescribedin previoussectionsto characterize

thecorrelationbehavior of traffic generatedby TCP. Sincethis modelcapturesthebehavior of bothTO andCA

mechanisms,we expectthecorrelationto bethecombinationof thecorrelationsfor eachof theindividual mech-

anisms.Moreover, eachmechanismis expectedto dominatethecorrelationstructureof theTCP modelfor loss

probabilitieswherethey have greaterimpact. Figure10 illustratesthe resultsof the comprehensive TCP model

for different lossprobabilitiesfor the case?�@�AâS,? togetherwith the resultsfor the TO andCA models. We

indeedobserve that for low lossprobabilities(0.01)thecorrelationstructureis completelydominatedby theCA

mechanism,while for higherprobabilities(0.3)thestructureis dominatedby thetimeoutmechanism.Underthese

lossprobabilities,theresultsfrom theTCPmodelagreevery well with bothCA andTO results,respectively.

We alsonotethataslossprobability increasesthecorrelationstructureschangein a non-monotonicfashion,

indicatingtheinterplayof bothCA andTO mechanisms.For intermediateandhigh lossprobabilities(above 0.1),

we noticea phaseshift, characterizedby a knee,in thecorrelationstructureat time-scalesbetween� ? and ��U�? .

This kneeindicatesthetime-scaleat which theCA mechanismdiminishesits impacton thecorrelationstructure,

while theTO hasits effect magnified.We alsoobserve that therangeof time-scalesfor which themodelexhibits

sustainedcorrelationstructurevariesaccordingto the lossprobabilityaswell asthe ? @BA to ? ratio. In thecase

?�@BA+S*? , for low lossthe time-scalesrangesarefrom #�? to ��#^v�? , while for high loss it rangesfrom #�? to

�c� #�� ? . This is consistentwith the time-scalesassociatedwith theCA andTO modelsunderlow andhigh loss,

respectively, asillustratedin Figure10. For thecase? @BA S � ? , we canobserve from Figure12 that the range

of time-scalesincreasebothfor low andhigh lossprobabilities,but theincreaseis moresignificantlyin thelatter

casewherethetimeoutmechanismis dominant.
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Figure10: Analysisof thecomprehensive Markovian modelof TCPwith comparisonsto theTO andCA model

( ? @BA Sm? )

Table3 depictsboth the time-scalevaluesfor �	�1& ( obtainedfrom equation(4) andthe strengthof the cor-

relation given by ��
\�h� (both on
�
ý � - ), for the TCP protocol characterizedby the comprehensive model. The

correspondingvaluesfor �	�1& ( for the comprehensive modelarealsomarked with an x in the curvesin Figure

10. We cannotethatincreasingthe ?�@BA valuehasa direct influenceon thetime-scales,in particular, it increases

therangeof times-scalesby almosta constantfactorof four. However, thecorrelationstrengthdoesnot seemto

follow any regular increase,even thougha small increaseis present.An interestingobservation canbemadeon

the correlationstrengthof the mechanismacrossthe rangeof lossprobabilities. The value is high for low loss

probability, decreasesandthenincreasesagainto a largervalue,asthelossprobabilityincreases.Wenotethatthe

trendof the ��
\�h� waseithermonotonicallyincreasingor decreasingfor the TO andCA model,respectively, as

lossprobability increases.Thecurrenttrendin thestrengthof thecorrelationsupportsour claim that thecorrela-

tion of TCPis thecombinationof thecorrelationof its internalmechanisms,with eachmechanismdominatingat

particularlossprobabilities.
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Packet loss
�
ý � - (maxtime-scale)

�
ý � - 
\��
\�h��� - “Energy”

probability ? @BA Sg? ? @BA S � ? ? @BA Sg? ? @BA Sþ� ?
0.01 6.69 8.68 3.57 3.71

0.05 7.44 9.43 2.28 2.47

0.10 7.92 9.91 1.74 2.15

0.20 8.57 10.51 3.47 4.31

0.30 8.78 10.57 5.41 5.72

Table3: Times-scalesandcorrelationstrengthof TCPmechanism.

5.2 Influenceof Packet LossProcess

It shouldbenotedthatthecomprehensive TCPmodelassumesalossprocessthatis differentthantheoneassumed

in eitherof the individual modelsfor CA andTO. In the former, the lossprocessis bursty within a roundwhile

in thelatter it is independentandcharacterizedby a Bernoulli process.However, our resultsin Figure10 suggest

that the dependency of the traffic correlationstructureon thesetwo lossprocessesis negligible. To understand

this result,recallour assumptionthat thetime to transmita window worth of packetsis smallerthana round-trip

time, which is moreadequatefor a wide-areanetwork wheretheRTT tendsto be larger. In a separatework, the

authorsof [37] haveshown thatundertheassumptionabove, theaveragethroughputof asingleTCPsessionwhen

submittedto a correlatedlossprocessandundera processwherelossesareiid areremarkablycloseto theactual

measuredthroughput.Thisalsoconfirmsthattheaveragebehavior of TCPis notaffectedby thetwo lossprocesses

investigatedin [37].

A conjectureto explain this phenomenais that,undertheabove assumptions,packet losscorrelationsquickly

vanishaftershorttime-scales(ontheorderof oneRTT) onrealnetworks.Weconductedcalculationsof conditional

packet lossprobabilitieson oursimulationtracesandtheresultsshow thatpacket losscorrelationsdisappearafter

an averagewindow sizeof packets, which is smallerthanoneRTT. Thus,we believe that realisticpacket loss

processesfor thescenariodescribedherewill tendto beuncorrelatedfor lagsoveroneRTT. Sincethiswork focus

ontime-scalesbeyondaRTT, thisexplainstheclosematchin theresultsof thetwo modelswhichassumedifferent

packet lossprocesses.This resultalsojustifiestheuseof aBernoulli lossprocessfor theTO andCA model,since

lossestendto beindependentbeyondaRTT.
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6 RealisticSimulation Scenario

In Section4 we simulateda very simplenetwork scenarioconsistingof a singleTCP flow anda Bernoulli loss

process,to show the behavior of the traffic correlationstructure. We now considera morerealisticsimulation

scenario,wheremultiple TCP flows competefor bandwidthin a bottlenecklink with a finite buffer. Lossesare

generatedby overflow, eachtimeapacket arrivesto a full buffer queue.
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Figure11: A morerealisticsimulationscenario

Thisscenariois illustratedin Figure11. Wewill consider÷ infinite TCPsourcessendingdatato ÷ correspond-

ing receivers.All flows traversetwo hops,wherethefirst link is thebottleneckandthesecondintroducesdifferent

propagationdelaysinto the flow. Thereare two componentsto the propagationdelay: a uniformly distributed

randomdelaybetween0 and @ anda constantdelay. The randomcomponentis usedto modeldelayvariations

thatwould beintroducedin a wide areanetwork. It alsopreventstheTCPflows from synchronizing.In orderto

obtaindifferentlossprobabilitieswevary thenumberof flowstraversingthebottlenecklink andkeepall otherpa-

rametersconstant.Thebottlenecklink speedwassetto 2000packets/secondandassigneda buffer capacityof 20

packets.Thenext link hadvery high bandwidthandinfinite queuecapacity. Theconstantpartof thepropagation

delayin thesecondlink wassetto 50 msandthevariablepartassumedvaluesuniformly distributedbetween[0,

10ms].We chosethemaximumvariabledelayto bethetime requiredto cleara full buffer in thebottlenecklink.

In orderto achievea lossprobabilityof 0.01,0.1,0.2and0.3thenumberof flowsusedwas31,152,490and1550,

respectively. Theabove parametersensureour earlierassumptionthat theaverageRTT is longerthanthetime to

transmita full window of packets.We obtainedtheTCPestimatesfor theRTT and ? @�A in thenssimulatorover

asimulationrun. Theaveragesof theRTT and ? @BA werecalculatedfor eachrunwith differentlossprobabilities.

Theratio between? @BA andRTT was3.9 for a lossprobabilityof 0.01and3.5 for a lossof 0.30.To comparethe

simulationresultswith theMarkovian model,we setthis ratio to four in themodel( ?�@BA S � ? ).

Figure12 illustratesthe wavelet analysisof the traffic generatedby oneof the TCP sources.We note that

all TCPsessionshave thesamestatisticalcharacteristicsafter a long simulationrun andonly onerepresentative

sessionwaschosento illustratethe results. We observe the sametrendasin Sections4 and5: the presenceof

sustainedcorrelationfor a finite rangeof time-scales.Moreover, this rangeof time-scalesvariesaccordingto
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the lossprobability. Due to the large scaleof the simulationscenario,it is computationallyexpensive to obtain

tight
�

confidenceintervals for thelarger time-scales.However, we stronglybelieve that thePSDis a flat curve for

time-scaleslargerthan # (�( in all plots.
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Figure12: Waveletanalysisof simulationtracesfrom therealisticscenarioandcomparisonwith comprehensive

TCPmodel 
\? @BA Sþ� ?��
Figure12alsoplotstheresultsobtainedfor thecomprehensiveTCPmodelto enableadirectcomparisonof the

correlationstructure.We notethat for high low (0.01)andhigh (0.3) lossprobabilityboththerealisticsimulation

andthecomprehensive modelexhibit very similar correlationstructures.Undertheselossprobabilitiestherange

of time-scalesof bothresultsis practicallyidentical: #�? to U�� ? and #�? to �c� #�� ? , respectively. However, wenote

that for intermediatelossprobabilities(between0.1 and0.2), the matchbetweenthe simulationresultsandthe

comprehensive modelis not asgood,in particularfor lossof 0.1. Thereareseveralpossibleexplanationsfor this

mismatch,including: (i) somebehavior in theimplementationof theTCPobjectin thenssimulatorwhich is not

beingcapturedby thecomprehensive model;(ii) thepacket lossprocessof thesimulationis differentfrom theloss

processof thecomprehensive model;(iii) theassumptionin themodelthat theRTT is constant.We believe that

thesecondreasonis themaincontributor for thisdiscrepancy. For intermediatelossprobabilities,thelossprocess

may have a morepronouncedimpacton the correlationstructureof the traffic whencomparedto its impacton
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eitherlow andhigh lossprobabilities.Anothersourceof discrepancy is thesmoothingandthebiasin theestimate

used
�

by thewaveletanalysis,asdiscussedin Section3.

Eventhoughtherearesomediscrepanciesbetweenthesimulationandmodelresultsfor particularlossproba-

bilities, our observationthatsustainedcorrelationof TCPtraffic spansa finite rangeof time-scales,which we can

predictwith reasonableaccuracy, still holds.Moreover, thesimulationresultsalsoshow thattheinterplaybetween

the CA andTO mechanismis the causefor this correlation. Note that the correlationstructureobserved is not

anartifact of theMarkovian modelor the lossprocess,but is actuallypresentandinherentto TCP, in particular,

it arisesfrom theCA andTO mechanisms.Understandingthereasonfor thediscrepancy betweentheresultsfor

intermediatelossprobabilitiesandtheactualimpactof thelossprocessin thetraffic correlationis partof our future

work.

7 Conclusion

In this paperwe demonstratethat theTCPprotocolcangeneratetraffic with sustainedcorrelationbehavior over

ananalyticallypredictablefinite rangeof time-scales.In particular, we point out that thecongestioncontroland

congestionavoidancemechanismsareresponsiblefor generatingthis correlationstructure.We show that under

low lossprobabilities(0.01)thetraffic correlationstructureis dominatedby thecongestionavoidancemechanism

while thetimeoutmechanismhasminimal impact.In contrast,underhigh lossprobability(0.3)thetimeoutmech-

anismhasa dominantimpacton thetraffic correlation,while theeffect of thecongestionavoidancemechanismis

minimal. This sustainedcorrelationstructurein thetraffic rangesfrom thetime-scaleof oneRTT to a few orders

of magnitudeabove theRTT (1024RTT), andthis rangeis dependenton both the lossprobabilityandthevalue

of the ? @�A . We provide separateMarkovian modelsfor eachinternalmechanismswhich, undertheproperloss

probabilities,accuratelypredictsthe rangein time-scalesandthe strengthof the sustainedcorrelationstructure

of thesendingrateof TCPtraffic. Our claim is supportedby theanalysisof a comprehensive TCPmodelthat is

availablein the literatureandhasbeenvalidatedby others.Thesimulationresultsobtainedalsoagreewell with

theresultspredictedby themodels,whichcorroboratesourconjectureandvalidatesourmodels.

Therearemany studiesin the literaturethat try to explain theorigin of “long rangedependence”in network

traffic, including attributing this phenomenato the behavior of TCP protocol. Contraryto theselatter studies,

we show thatTCPalonecannotgeneratetraffic with sustainedcorrelationstructurethatextentsto arbitrarylarge

time-scales.Theexistenceof anupperboundon thetime-scaleis relatedto the inherentfinitenessin time-scales

of TCP’s internalmechanisms(TO andCA). However, we show thatunderpropercircumstances,TCPcangen-

eratetraffic with sustainedcorrelationstructureover a possiblysignificantrangeof time-scales,which can be
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analyticallypredicted.

We notethat theeffectsof TCPshouldbeconsideredwhenattributing theorigin of statisticaltraffic charac-

teristicsto someparticularphenomena,sincethevastmajority of network traffic is carriedby TCPconnections.

We believe that statisticalpropertiesof network traffic is causedby differentfactorsin differentprotocollayers,

amongwhichTCPdefinitelyplaysanimportantrole.
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