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Abstract

The statisticalcharacteristicef network traffic - in particularthe obsenationthatit canexhibit long range
dependence have received considerablattentionfrom the researchcommunityover the pastfew years. In
addition,therecentclaimsthatthe TCP protocolcangeneratéraffic with long ragedependenbehaior hasalso
recevedmuchattention.Contraryto thelatterclaims,in this papemwe shawv thatthe TCP protocolcangenerate
traffic with correlationstructureshat spansonly an analytically predictablefinite rangeof time-scales.We
identify andanalyzeseparatelyhe two mechanismsvithin TCP thatareresponsibldor this scalingbehavior:
timeoutsandcongestioravoidance We provide analyticalmodelsfor bothmechanismsvhich, undertheproper
loss probabilities,accuratelypredictsthe rangein time-scalesand the strengthof the sustainedcorrelation
structureof the sendingrate of TCP traffic. We alsoanalyzean existing comprehensie model of TCP that
accountgor bothmechanismandshawv that TCPitself exhibits a predictablefinite rangeof time-scalesinder
which traffic presentssustainedcorrelations. Our claims and resultsare derived from analytical Markovian
modelsthataresupportedy simulations.We notethattraffic generatedy TCP canbe misinterpretedo have
long rangedependencequt thatlong rangedependences not possibledueto inherentfinite time-scaleof the

mechanismsf TCP.

Keywords: TCPmechanismspetwork traffic characterizationpng rangedependence

1 Intr oduction

The existenceof non-dgeneratecorrelationstructuresover a rangeof time-scalesn network traffic hasbeen

obseredin avariety of network ernvironments,suchasEthernettraffic [1], Wide Area Networks traffic [2], and
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World Wide Webtraffic [3]. Sincethentherehave beenmary researclefforts to investigatevariousaspect®f this
correlation for example traffic models([4, 5, 6, 7]), impacton network performancé[8, 9, 10]), andexplanations

for the presenc®f suchcorrelationstructureg[3, 11, 12]).

Several efforts to explain this correlationstructurein the network traffic have beenprovided. Crovella et al.
[3] conjecturedhatthe correlationbehaior in network traffic is causedy the heary-tailed distribution of WWW
documentsizestheeffectof cachingandhumanthinkingtime. Theauthorsof [3] claimthatthesecauseswhich
areall locatedin the applicationor user level, cangeneratdong rangedependence the datatraffic beingsent
by underlyingtransportprotocols. In [12], the authorsstudiedthe chaoticbehaior of TCP congestioncontrol
and concludedthat the assumptionsn [3] are not necessaryo explain the origin of self-similarity in TCP data
traffic. Theauthorsaguethatthe“chaos” createdby the TCP congestiorcontrolmechanisnalonecangenerate

self-similarity

Stimulatedby [12], otherstudieshave tried to corroborateor explain why traffic generatedy TCP exhibits
self-similarity In [13] the authorsclaim that TCP itself cangenerateself-similartraffic. Their studyis basedon
traffic measurementsf a high bandwidthWAN. Theanalysisis basedon the coeficient of variationto determine
theburstinesof thetraffic; howeverthis doesnot necessarilyndicatethe presencef self-similarity In [14], Guo
etal. claimthatthe TCP congestiorcontrolmechanisngi.e., exponentiaback-of of thetimeout)generatebeavy-
tailedoff periodsin thetraffic transmissiompatternwhenthelossprobabilityis high. Theauthorsusea Markovian
modelto shav thattheheavy-tailedsilenceperiodswouldleadto traffic with self-similarity We notethatin reality;
theoff periodsin the TCPtimeoutmechanisnmarenotheavy-tailed, sinceimplementationsf theprotocolimposea
maximumvaluein theretransmissiotimer afteratimeoutoccurs.Iln asimilarwork, theauthorsof [15] attemptto
shawv that TCP congestiorcontrolmechanisntanleadto self-similartraffic. However, this resultis not consistent
with that obtainedthroughsimulationin [16, 11], which indicatesthatthe correlationin TCP traffic exists only

over afinite setof time-scales.

Therearealsoa few studiesthat have adwocatedthe existenceof upperboundin the time-scaleassociated
with the correlationstructureof TCP traffic and beyond which correlationbecomesggligible. In a pioneering
paper[11], Manthorpe,et al. usesimulationto point out that network traffic is not strictly self-similar but that
it exhibits a correlationstructureonly over a finite rangeof time-scales.To properly describethis phenomena,
which is clearly not consistentwith the conceptof self-similarity the authorsintroducethe terms pseudo self-
similarity andlocal Hurst parameter. However, theauthorsonly conjectureasto the causedor thislimited scaling
behaior. In separatevork, [17] usedsimulationresultsto claim that generalsimpleretransmissiorscheme®f
network protocolscanmake traffic appearself-similarover a certainrangeof time-scales.However, the author
doesnot preciselyidentify the rangeof time-scale®f interestnor exploresspecifictimeoutmechanismsin [16]

the authorsperforma careful statisticalanalysisof the samedatausedin [12] and evaluatea Markovian model
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of TCPto shaw thatthe protocoldoesnot generateself-similartraffic, but insteadpresentsa correlationstructure
only over afinite rangeof time-scalesin our earlierwork [18], we identifiedandmodeledhe mechanismsf TCP
thatareresponsibldor the traffic correlationstructureover a finite rangeof time-scalespointing out it wasnot
self-similar We relatethe correlationbehaior with the paclet lossprobabilities,andshawv thatthe correlationis
preseniver awide rangeof paclet lossprobabilities.In the subsequentvork [19], Guoetal. alsopoint out the
existenceof finite time-scalesn the TCP traffic pattern. They shawv thatthe exponentialback-of in the timeout

mechanisnunderrelatively highlossratecangeneratgpseudacself-similartraffic.

To date,then,thereis confusionregardingthe correlationstructureof traffic generatedy TCPR. Furthermore,
the TCP protocolis composef sereralmechanismsndlittle is known aboutthe contrikution of eachof them
to the correlationof TCP traffic. The goal of this paperis to carefully analyzethe TCP protocol and identify
how the timeoutand congestioravoidancemechanismsgjive rise to a correlationstructurein the traffic sending
rate. We provide separateMarkovian modelsfor eachmechanismsvhich, underthe properloss probabilities,
accuratelypredictsthe rangein time-scalesandthe strengthof the sustainedcorrelationstructureof the sending
rateof TCPtraffic. A simplesimulationscenarids alsousedto supportour conjectureandvalidatethe models.
Our analysisappliesto a wide rangeof loss probabilities,including very low and high loss probabilities. We
shawv that, dependingon the loss probability eachof TCP’s internal mechanism$iasa dominanteffect in the
correlationstructureof the traffic generatedy that session. For example, at a low paclet loss probability of
0.0l1asustainedorrelationappeatin time-scalesangingfrom 2 to 64 roundtrip times(RTTs) dueto congestion
avoidance while at a high lossprobability of 0.2 therangeis from 2 to 512 RTTs dueto thetimeoutmechanism.
We presentan analyticaltechniquefor predictingthe largesttime-scalesassociatedvith the correlationstructure
of eachMarkovian modelof the mechanismsWe alsoanalyzea comprehensie modelof TCP thataccountgor
both mechanismandshawv thatthetraffic generatedby this modelalsoexhibits a sustainectorrelationonly over
afinite rangeof time-scalesandthatthe timeoutandcongestioravoidancemechanismsare primarily responsible
for this characteristidn the traffic. Finally, we simulateandanalyzea realisticscenariowith mary non-identical

TCPflows to validateour results.

Therearealsosomestudiesthat have investigatedhe behaior of aggrgjatewide areaTCP/IPtraffic over a
broadrangeof time-scalesTheir resultsindicatethatat very fine time-scalesthe network traffic tendsto exhibit
multi-fractalscaling[20]. The cut-off time-scaleup to which this phenomenés presenwasempiricallyobsered
to be ontheorderof a round-triptime. The focusof our work is on time-scaleof oneor moreround-triptimes,
sincethe purposehereis to investigatehetraffic of asingle TCP sessiorandthetransitionsof its internalstateare
governedby multiplesof round-triptimes. Therefore we do not considerary time-scalegower thanoneround

trip time.

Many publicationsin the literatureusethe term self-similarandlong rangedependenc®oselyandin mary
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caseghishasledto muchconfusion.Moreover, theHurstparametehasalsobeenusedasaparsimoniousneasure
to describethe correlationstructureof analyzeddata, which is also misleadingsinceit must assumethat the
underlyingprocessis self-similar Therehave beenattemptsto generalizethe conceptof the Hurst parameter
to modelsthat are not self-similar but exhibit a sustaineccorrelationstructureover finite rangeof time-scales.
Among these the work of [6] introducedthe ideaof pseudoself-similarity However, thesegeneralizationsand
the resultantterminology also suffer pitfalls and will not be usedin this paper Instead,we will turn to the
frequeny domainto classify suchprocessesandusethe classicalfamily of 1/f processe§21] asthe basisfor

our definition.

We definesustainedcorrelationstructurein termsof the power spectraldensity (PSD) ¢ (f) of a process,
which will be detailedin Section3. A 1/f processs generallydefinedasa processvhoseempirical PSDis of
theform ¢(f) =~ k/f" for somek > 0 and0 < v < 2 over severaldecade®f frequeng f. For along range
dependenfLRD) processeghis relationshipis true for arbitrarysmallfrequenciesi.e. thereis no low frequeng
roll-off. However, thereis a classof processethatbehae like LRD processesver a certainrangeof frequencies
andthe relationshipy(f) ~ k/f" with v previously defined,doesnot hold for somefrequeny f < Fi, but
it doeshold for all frequenciesFy < f < F». We saysuchprocessegwhich arealsol/f processeshave a
sustained correlation structure over afinite rangeof time-scaleswherethe rangeof time-scaleds determinedy
thefrequeny intenal [Fy, F»] andis givenby [1/F,, 1/F;]. A classicalexampleof sucha processs the Markov
on-of process.The PSDof this procesgesembleshatof a Weinerprocesswith av valueof 2, boundedoy the
on-of time periodsonthelow frequeng range(F;). However, unlike the Weinerprocessts spectrunflattensout
for frequenciedbelon F; andit doesnot suffer from theinfinite varianceproblemassociateavith LRD processes.
The Markov on-off processs a well knowvn shortrangedependen{SRD) processhowever one could easilybe
misledif only a shortfinite frequenyg rangeis obsered, asthe procescanpossessustainedorrelationstructure

overthecorrespondingime-scales.

It is worth mentioningthatneitherthetimeoutnor the congestioravoidancemechanismsanalonegive riseto
traffic with LRD characteristicgjueto theinherenffinitenesof theirtime-scalesHowever, thetraffic inducedby
thesemechanismexhibits sustainedtorrelationstructurewith similar rangesof time-scalego that of measured
Internettraffic of previous studiesthathave identifiedtraffic to be self-similar For example,in [22] the authors
claimthatthemeasured CP paclet tracesover alossylink is consistentvith self-similarbehaior. However, the
rangetime-scalegor which their resultsexhibits sustaineatorrelationgFigure1(c)), whichis from 2 to about512
RTT, overlapsalmostentirelywith thetime-scalegieneratedby thetimeoutmechanismin amoregenerakense,

sincemostapplicationsuseTCP astheir datatransportprotocolandthe majority of the network traffic is carried

INotethata continuougime processinderour definitioncanhave F» = oo, but theinertiainherentin ary physicalsystemmalesF: a

finite valuefor ary obsenableprocess



by TCP, onecaneasilymisinterpretthe origin of thesecorrelationstructuresandthe existenceof self-similarity
itself. Theefforts madeto explain self-similarityfrom anupperevel perspectie shouldtake into consideratiorthe
behaior of TCP, sincecharacteristicef the applicationlayerarenot necessaryn orderto generatehe obsered
correlationstructuresn the network traffic if TCPis usedasthetransporfprotocol.As aresult,we emphasiz¢hat
oneneeddo becarefulwhenclaimingthatnetwork traffic is self-similaror whenpotentiallyidentifying thecause

of suchcorrelationstructures.

Therestof the paperis organizedasfollows. Section2 describegshe TCP timeoutandcongestioravoidance
mechanismsnd, respectiely, presentdMarkov modelsof their behaiors. Section3 presentshe mathematical
framework usedto analyzethesemodels,andshaws thatboth modelsgive rise to sustainectorrelationstructures
in thetraffic over a certainrangeof time-scalesSection4 providesa simplesimulationscenaricandresultsfrom
that scenarioto validateour models. Section5 presentshe comprehensie model of TCP andits analysis. In
Section6 we presentamorerealisticsimulationscenariccomposeaf mary non-identicalT CP flows andpresent

theresultsobtained.Finally, Section7 summarizeshe paper

2 TCP Timeout and CongestionAvoidanceModels

In this sectionwe describehe behaior of the TCPtimeoutandcongestioravoidancemechanismandintroduce
two correspondindviarkov chainsthatcapturetheir functionality Our purposehereis notto provide a detailedor
completemodelof TCR but ratherto highlight andinvestigatethe timeoutandcongestioravoidancemechanisms
in isolation. The analyseof thesetwo simplemodelswill demonstratehat eachof the mechanismganleadto

sustainedtorrelationstructureover afinite rangeof time-scalesn thetraffic rategeneratedby a TCP session.

TCP is a window basednetwork transportprotocol that provides reliable end-to-enddata communication
[23]. It performsflow control and congestioncontrol by regulating its sendingwindow size throughan addi-
tive increase/multiplicatie decreasenechanism.TCP includessereral mechanismsamongwhich timeoutsand

congestioravoidancecanhave a significanteffectin thetraffic pattern.

2.1 Timeout (TO) Model

TCP usesa timeoutmechanisnto achieve reliable transmissiorof dataandto avoid congestioncollapse[23].
For every paclet sentby the source, TCP startsa retransmissionimer and waits for an acknavledgmentfrom
thereceier. The durationof the retransmissiotimer (Rro) is basedon an estimateof the runningaverageand

varianceof theroundtrip time (RTT). TCP maintainsarunningaverageandvarianceof theroundtrip time (RTT)



that is updatedbasedon the arrival time of acknavledgmentpaclets. The retransmissioriimer expiresif the
acknavledgmentfor the correspondinglatapaclet is not receved andif thereareno threeduplicate(TD) acks.
Multiple acksfor the samedatapaclet canbe generatedy TCP, sincea datapaclet thatarrivesout of sequence
will trigger an ack paclet with the sequencanumberthat was actually expected(duplicateACK). Whenthree
consecutie duplicateackpacletsarereceved, thesendemssumethatthe correspondinglatapaclet waslostand
retransmitst withoutwaiting for theretransmissiotimerto expire. If no TD acksarereceved,theretransmission
timer will expire (timeout)which will triggerthe retransmissiorf the datapaclet andsetthe sendingwindow
sizeto one. This abruptlyreduceghe sendingrate, hopefully relieving possiblenetwork congestion.However,
theretransmissiotimer value (Rro) for the retransmittegpaclet is setto twice the value of the previously used
timervalue. TCPdoubleghetimervaluefor eachsubsequenttransmissioto furtherreducehesendingateand
adaptto network congestion.This exponentialback-of continuesfor eachpotentialretransmissiomfter the first
timeoutoccurs.After atimeoutoccurs,all TCPimplementationgmposea maximumvaluein theretransmission
timer. However, differentmethodsare usedto enforcethis bound. In someTCP implementationghe maximum
retransmissiotimeouttimeris setto apredefinedralue(e.g.,120sec.in Linux [24]); while in othersthemaximum
numberof back-of stageqE,,.qz) is fixed (e.g.,6 in netBSDandin ns simulator),which leadsto a maximum
retransmissioriimer of 2Emez R, In the TO model describedbelon, we assumethe latter criteria; that the
retransmissiotimercanbedoubledupto amaximumof E,,,., times.After thetimeoutvaluereachests maximum
value,it doesnot furtherincreaseandremainsunchangedf losscontinues.Whenthe subsequendatapaclet is
successfullytransmitted, TCP recomputegshe RTT estimate resetsthe timeoutvalue accordinglyand startsto

increasats sendingwindow.

Figurel: TCPtimeoutmodel

For boththe TO modelandthe following congestioravoidance(CA) model, we assumehat paclet lossis
describedy aBernoulli processwvith parametep andthatacknavledgmentpacletsareneverlostin the network.
Eventhough,the paclet lossprocessn realnetworksis notgivenby a Bernoulli processwe will lateramguethat
underour assumptionshis processs sufiicient to generatdossesandit canbe easilytuned. We will relaxthis
constrainton later sectionsof the paper when presentingooth the comprehensie modeland simulationresults.
Theassumptiothatacknaviedgmentacletsareneverlostis mainly for simplicity andshouldnothave significant

impactonourresults.Basedonthe TCPtimeoutmechanisndescribedbore, we constructadiscreteiime Markov



chainillustratedin Figurel (E,,,, = 6) to modelthe timeoutmechanismThe singleparameteof the modelis

the pacletlossprobabilityp (¢ = 1 — p). Thedetailedexplanationof the chainis givenasfollows.

¢ State definition: Thefinite stateMarkov chainis definedby thetuple (E;, R;),i = 0,1, ..., where{E;}
is a sequencef randomvariablesthatindicatethe value of the back-of exponentafterthe i-th transition;
and{R;} is a sequenc®f randomvariablesthatindicateif the paclet beingsentafterthe transitionis a
retransmissiofiR; = 1) oranew paclet(R; = 0). Notethat0 < E; < E,40, WhereE,, 4, isthemaximum

numberof timestheretransmissiotimer doubles.

e Transition probability matrix: Figurelillustratesall possiblgransitiondn themodelwhichareassociated
with paclettransmissionfor thecaseF,,,,, = 6. Notethateverytime apacletis lost,theback-of exponent
is increasedby one to doublethe timeout value. Moreover, it takes two consecutie successfupaclet
transmissionsn orderfor TCP to resumeits normal mode of operationand resetits back-of exponent.
Let pe et s = P(Eiy1 = €/, Riy1 = 7'|E; = e, R; = r) bethe probability that the timeoutmechanism
transitsto state(E;11, Ri+1) = (¢',') afterthe (i + 1)-th transitiongiventhatit waspreviously in state

(E;, R;) = (e, 7). Thetransitionprobabilitiesaregivenby:

Pe,lietll = D5 0<e< Emas
DeOie+1,1 = D, 0<e< Fna
Petie0 = 1—p, 0<e< Enpgs
Pe000= 1—p, 0<e< Enax

PEnaz,miBmaz,l — Ps r= 0’ 1

e Time: Eachstateof the Markov chainhasan associatedholdingtime which is dependenbn the outgoing
transition. Thetimeisin unitsof RTT. We will assumehattheRTT is constanandhasvalueR. Thus,if the
pacletis successfullyransmittedthenthe stateholdingtime is equalto one R. If a pacletis lost, thenthe
elapsedimeis equalto 2% * R7o, whereRro = a * R andrepresentsheinitial valueof theretransmission
timeouttimer. Notethata mustbeanintegergreatetthanzero(in theanalysisve assumex = 1). Formally;
letT;,: = 1,2, ..., bethestateholdingtime for state( E;_;, R;_1), which s the stateholdingtime afterthe

i-th transition. Thus,we candefineT;,i = 1, 2, ... as:

2¢ x Rro, Eii1=eRi1=1LFE=e+1,Ri=1;, 0<e< Epqax
2¢ x Rro, Eii1=¢eRi1=0Ei=e+1,R;=1; 0<e< Epqx
T; =4 R, E,1=¢R; 1=1FE;=¢R;=0; 0<e< Enaz
R, Ei1=¢,R;1=0;E;=0,R; =0; 0<e< Enar
{ 2Bmaz « Rio, Ei1=e,Ri_1=7FE; =¢,R; = 1; e = FEnpaz,r=0,1



o Traffic sendingrate: Associatedwith eachstateof the Markov chainis a paclet sendingrate, which
dependon the outgoingtransition. Note that in eachstateof the chainexactly one paclet is sent. More
formally, let S;,7 = 1,2, ... bethepaclet sendingrateassociateavith state(E;_1, R;_1). Thus,S; canbe

definedas:

Si= 1/Ty; i=1,2,... (1)

Currentavailabletechniqueso analyzethe correlationstructureof anarbitrarydiscreteime Markovian model
requirethe stateholding timesto be identical. In orderto usesuchtechniqueswe modify the timeoutmodelby
trivially expandingthe statespacesothatall stateshave identicalholdingtimesof R. A stateM in the original
chainthathasholdingtimek« R, k = 1,2, .. ., is expandedo asequencef statesV;,7 = 1, ..., k, eachhaving a
holdingtime of R, wheretransitionsinto stateM arenow associatedavith stateNy, transitionsout of stateM are
now associateavith stateN, andpw; ., .~; = 1,i = 1,..., k — 1. Thetraffic sendingateof stateM is associated

with state/V;, andall otherstatesn the sequencéave a sendingrateof zero.

2.2 CongestionAvoidance(CA) Model

We now focuson the congestioravoidancemechanisrmandignorethe presencef timeoutsto bettercapturethe
behaior of the additive increase/multiplicatie decreasenechanisnfor governingthe window size. Two distinct
mechanismsnpamelyslow startandcongestioravoidance controlthe window growth of TCP andconsequently
its traffic sendingrate. TCP exits the slow start phaseand enterscongestionavoidanceafter the window size
exceedsa certainthreshold. This thresholdis dynamicallyadjustedandis setto half of the largestwindow size
whencongestionis detected.We will ignorethe slow startphaseandfocussolely in the congestionavoidance
mechanisnsincemostof TCP’straffic is transmittedwvhile in this phase Our simulationresultsshawv thatfor loss
probabilitiesof 0.01,0.1 and0.2, the percentag®f pacletssentin the congestioravoidancephases 0.92,0.95
and0.99, respectiely. This resultwas obtainedusingthe simulationscenaricthat will be presentedn Section
4, which basicallyconsistsof a single TCP-SACK flow traversinga singlelink thatdropspacletsaccordingto a
BernoulliprocessThis resulttogethemith thefactthatthe vastmajority of thetraffic in theInternetis carriedby
afew long TCPsession$25], justifiesourfocusonthe congestioravoidancephase We conjecturghattheimpact

of the slow startphasdn thetraffic correlationis very smallandcanbeignored.

In the congestioravoidancephase the window sizeincreasedy onepaclet whenall pacletsin the current
window are successfullyacknavledged. Hence,the window size grows linearly in time during the congestion
avoidancephase. Whena paclet is lost, TCP reduceshe size of the currentcongestiorwindow to reducethe

amountof traffic it caninjectinto the network. In mostversionsof currentlydeployed TCR, suchas TCP-Reno



andTCP-Sackthewindow sizeis reducedy half whenthreeduplicate(TD) acknavledgmentsarereceved. If a

timeoutoccursbeforethat,thewindow sizeis reducedo oneand,afterexiting from thetimeoutmodeof operation,

TCPstartsthewindow growth cycle again.

_ p) Wmaz—1

1= (1= p)"m

Figure2: TCP congestioravoidancemodel

In the CA model,we only considemwindow reductioneventsdueto triple duplicateacks,ignoringthetimeout
eventsandthe slow startphase.Hence,the window grows linearly whenno lossoccursandis reducedby half
whena paclet is lost. We also make the assumptiorthatthe RTT is longerthanthe time requiredto sendall
pacletsin awindow [26], which is reasonabléf oneconsidersa wide-areanetwork. The discretetime Markov
chainfor this modelis illustratedin Figure2 andhasonly two parametersthe maximumwindow size (W,.q4z)

andthe paclet lossprobability (p).

o State definition: The stateof the Markov chainis givenby W;,i = 0,1, ... , which indicatesthe window
sizeof the TCP sendemfters transitions.Notethatl < W; < W,,.. andthattheinitial stateWW, depends

onthevalueof the CA thresholdandcanrangefrom 1 to | Wa. /2] .

e Transition probability matrix: During the CA phasethewindow sizeincreasedy onewhenall paclets
in the currentwindow have beensuccessfullyacknavliedged,provided thatthe currentsendemwindow lies
below its maximumvalue. Thus,the transitionsoccurafterthewindow is fully transmitted.If the window
sizeis w, theprobabilitythattheentirewindow is successfullfransmitteds just(1—p)*. Oncethewindow
sizereachests maximumvalue, it remainsat this value until a paclet is lost. Wheneer a paclet is lost,
the TCP senderreducesthe window sizeto half, causinga transitionfrom statew to state|w/2]. The
probability thatat leastonepaclet is lostamongthe w pacletsin the currentwindow is just1 — (1 — p)¥.
Let py = P(Wiy1 = w'|W; = w), where0 < w,w' < Wz, Whichis the probability associatedvith

this statetransition. The transitionprobabilitiesfor the chainarethengivenby:

Puwt1 = (1-p)¥, 1 <w < Wiag
Py;|w/2] — 1-(1-p)¥, 1<w< W
meam§Wmam = (1 _p)Wmaz,

pia= p,



¢ Time: We associata stateholdingtime with eachstateof the Markov chain. As with the previous model,
time will be measuredn unitsof RTT andwe assumehat RTT is constantwith value R. Sincewe also
assumehatR is largerthanthetimerequiredto transmitawindow of paclets,everytransitionin theMarkov
chainrequireshe sameamountof time. Let T;,7 = 1, 2, ... bethestateholdingtime for stateW;_;. Thus,

T; = Rforalli > 0.

e Traffic sendingrate: Associatedvith eachstateof the Markov chainis a paclet sendingate. Thesending
ratefor a stateis definedto be the numberof paclets transmitteddivided by the stateholding time. Let

Si, 1 =1,2,... bethepaclet sendingrateassociateavith statel?; ;. Thus,it is definedas:

3 Model Analysis

In this sectionwe first describethe mathematicaframevork usedto analyzethe correlationstructureof boththe
TO and CA models. We then presentvariousanalyticalresultssupportingour claim of sustainectorrelationin

TCPtraffic over afinite rangeof time-scales.

We areinterestedn the correlationstructureof thetraffic sentby a TCP source.Usingthe TO andCA models
andS; definedin equationg1) and(2), respectrely, we canobtainthe correlationstructureof the paclet sending
rates. However, in orderto comparedifferentmodelsand simulations we adjustthe time seriesassociatedvith
paclet sendingratesothatit haszeromeanandunit variance.Thus,let u bethe meanando? bethe varianceof
thesequenceS;,i = 1,2,.... Thenormalizedsequencés S! = (S; — u)/o,i = 1,2,.... Bothu ando? canbe

easilyobtainedirom the steadystateprobability distribution of the Markov chain.

Assumethatthattheinitial statedistribution of the Markov modelsis the steadystateprobability distrikbution,

i.e.,attime 0 themodelis alreadyin steadystate.The autocorrelatiorfunction of thetraffic rateis givenby:
p(T) = E[S{ 7,'+1]; T = Oa 172a ...

Notethat E[S]] is the expectedsteadystatetraffic sendingrateof the model,which is zerodueto normalization.
Thepower spectrabensity(PSD)of adiscreteime (stationarystochastiprocesss definedasthediscrete~ourier

transformof its autocorrelatiorfunctionandis givenby:

Y(f) = i e 2mMip(n) for — oo < f < oo, wherei = /—1

n=-—oo

= p(0)+2 i cos(2mfn)p(n), if p(.) isreal (3)

n=1
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To construciandanalyzebothmodelswe usethe TANGRAM-II modelingtool [27], which allows usto obtain
numerically amongothermeasureshe autocorrelatiorfunction p() definedabove (see[28] for a descriptionof
the technique). The power spectraldensity (PSD)(f) is thennumericallycomputedfrom the autocorrelation
functionusingequation(3). Notethatequation(3) appliessincep(.) is realfor ary real-\aluedprocesswhichis

the casefor the sendingtraffic rate.

3.1 Analytical Techniques

A techniquefrequentlyusedin the literaturefor analyzingthe correlationbehaior of a processover different
time-scaless basedon wavelettransforms Wavelet-base@nalysig29, 30] is computationallywery efficient and
is robust under certaintypesof non-stationarycomponentghat may be presentin the dataand that generally
causeproblemsfor otherestimationtechniques.This analysisestimateghe varianceof the wavelet coeficients
of the analyzedtime seriesat particulartime-scales.This estimateis thenplottedin a doublelog, scaleanda
linearasymptotiaegimeover all time-scalesbove a certainthresholds takenasevidenceof self-similarityin the
data. The slopea of this asymptotidinear region yields an estimateof the Hurst parametethroughthe relation

H=(a+1)/2.

The estimateof the varianceof thewaveletcoeficientsmeasureshe “enegy” in the signalatthe giventime-
scale.This measureorrespondso an estimateof the power spectraldensityof the processat a frequeng deter
minedby the giventime-scalg29]. In particular thetime-scale2’ correspondso thefrequeng 277 f,, wheref,
is determinedby the samplingrate of the time series. Therefore the wavelet estimatoris essentiallythe power
spectraldensityof the processassociateavith the analyzedime series.However, the estimateof the power spec-
tral densityvia thevarianceof thewaveletcoeficientssuffersfrom abiasthatis dependentnthetime-scaléeing
analyzedIn the casethe processs truly longrangedependen(i.e., ¢ (f) = 1/f¥, with 0 < v < 2), thisbiascan
bereducedo asimpleform andremovedgiving riseto anunbiasedestimatoraspointedoutin [29]. However, if

the processs notlong rangedependenthenthe power spectraldensityestimatds biased.

To maintainconsisteng of presentationwe plot the analytically obtainedpower spectraldensityusing the
sameaxes as the wavelet analysis. That is, the z-axisis in a log, scaleof increasingtime-scalegdecreasing
frequenciespndthe y-axisis in alog, of increasingenegy (increasingpower spectraldensity). This alsoretains
theintuitive natureof plots,in whichquantitiesncreasdrom left to right. Thus,thereadeishouldvisuallyinterpret
theseplotsthesameway astheenegy-scaleplotscommonlyusedin waveletliteratureandelsevherein this paper
An illustration of this mappingis shaovn in Figure 3. We notethatthe computationallyefficient wavelet analysis
methoddevelopedin [30] only yields estimatesattime-scale®?,j = 0,1,...,n, wheren dependon thelength

of thetime serieswhile the power spectraldensitycanbe computedat ary time-scalegfrequeng). In thewavelet
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—O&— wavelet estimator

---------- power spectral density

Logz(Energy)
Logs(power spectral density)

Timescale (2%)
Figure3: Relatingthe waveletestimatomplot to the power spectradensity

analysisthe enegiesestimatedat eachtime-scaleare connectedy straightlines, asillustratedin Figure3. This
plot alsohasan interpretationasa laterally invertedperiodogramwith the axes scaledto matchthe axesin the

waveletplots.

3.1.1 Waveletanalysisof simulatedtraces

All simulationsn this papergeneratgaclet tracessentby eachsource.Thetracesarethenaggreatedusingfixed
lengthbinsinto a pacletratetime seriesLet P;,i = 1,2,...,n bethepaclettime seriesgeneratedrom a paclet
traceusingbin sizesof length M time units. Thus, P; indicateshenumberof pacletssentduringthetime intenal
[M * (i — 1), M = 4). In all time seriesgenerated)/ is setto the averageroundtrip time of the corresponding
TCPsessionWithout lossof generalitythetime seriesis normalizedto have zeromeanandunit variancebefore
beinganalyzed.Let 7 be the samplemeananda? be the samplevariance. Thus, the normalizedtime seriesis
P! = (P, —m)/7,i = 1,2,...,n. This normalizationallows a direct comparisorbetweenall resultsobtained,

1

sincethe samenormalizationis performedfor the models.

In orderto understandhe correlationstructureof the sendingtraffic, we usethe wavelet-basedstimatorde-
scribedabore to analyzethe paclet ratetime series.The publicly availablewaveletanalysisalgorithmsdeveloped
by VeitchandAbry [30] wereusedandwe chosethe Daubechies-Asthemothemwavelet. We did notfind arny need
for higherordermotherwavelets,sincetheresultsobtainedwerevery similar. As mentionedabove, the outputof
thewaveletanalysids agraphwherethe z-axisrepresenttime-scaleslt is importantto notethatthesdime-scales
areamultiple of theaggrgationtime unit usedfor generatinghetime serieg(i.e., the samplingfrequeng). Thus,

j in the z-axisrepresentsitime of 2/ « M, whereM in our time seriesis the averageRTT. The estimatef the
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varianceof thewaveletcoeficientstogethemwith a a 95% confidencentenal of suchestimatesarecomputedoy

thealgorithm.

3.1.2 Time-scalesand power spectral density

In this section,we derive ananalyticalprocedurdo obtainthelower boundaryof the frequeng rangeover which
the processexhibits sustainedcorrelationstructure. Recall that sustainedcorrelationstructureis definedover a
rangeof time-scaled1/F», 1/F;]. Herewe areinterestedn derving 1/F;, which correspondso largesttime-

scaleassociatedvith the correlationstructure.

The power spectraldensityfunction of a discrete-timeMarkov processcanalsobe expressedn term of the

eigewvaluesof thetransitionprobability matrix. This resultwasderivedin [31] andis givenby:

B Bi(1 = A})
P(w) = ; 1— 2 cos(@T) + A7

wherethe w is the radiansfrequeng; \; correspondo thel-th eigewalue of the transitionprobability matrix of

theMarkov chain;s; is theaveragepower contritutedby \; andis definedin [31]. Theparametefl” representthe

time unit of the processandin our cases equalto R, whichis oneroundtrip time.

Note that eacheigervalue A; contributesa componento (w) over all frequencies.Let Ay be the largest
positve realeigewvaluesmallerthanl. It is known thatthe contritution of Ay dominates)(w) for low frequencies

[31]. Thecontrikution of ) is givenby:

_ Bo(1—-23)
1ﬁo(w) = (17,\0)2-|(—)4)\Osi?12(wT/2)

wheretheidentity cos(wT) = 1 — 2sin?(wT'/2) wasapplied.

AssumewT < 1, thuswe have sin(“L) ~ “L. Wewill obsere thatthis assumptiorholdsin the analysisof

ourmodels.Thus,we have:

1—A2)/ A T?
¢0(w) — ﬁO( 0)2/ 0
(2]
VT
In [4] the authorsrelatethe boundaryof the frequeng rangeto the polesof the power spectraldensity This

obseration is alsodiscussedy Franksin [32, 33]. Using this approachthe lower boundaryof the frequeng

rangeis thepoleof ¢y (w). Thereforesincew = 2 f, we have thatthe lowestfrequeny is givenby:

il—)\o
2 /AT
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Anotherinterestingmetric thatcanalsobe obtainedanalyticallyfrom our modelsis the strengthof the corre-
lation of the processThestrengthof the correlationis givenby (0), which canbedeterminedrom equation(3).
At frequeng zero,equation(3) reducedo the sumof the correlationfunction over all lags,which canbe easily
computedchumerically By comparingthe valuesof (0) for differentnormalizedprocessesye canreasorebout

the correlationstrengthof eachrespectre model.

3.2 Analysis of the TO model

We begin by presentingthe resultsof the TO model. Figure 4 illustratesthe wavelet plots of the correlation
structureof the sendingtraffic ratefor differentlossprobabilities. The z-axis representshe time-scalesn units
of RTT andin log, scale(i.e., R x 2%). They-axisrepresentshe enegy, or log, of the powver spectraldensityas
discussedh theprevioussection.Notethatthefirst datapointin all curvesoccursattwice theRTT, sincethebasic
time unit of themodelis oneRTT. Fromthefigure,we obsene thatthe ervelopeof thecurvesatintegerpowersall
have alinearincreasingpartwhich graduallybecomeaflat horizontalline. Thelinearincreasingpartindicateshe
presencef sustainedaorrelationstructureover therespecire time-scalesA horizontalline in this plot indicates
theabsencef ary correlationin thosetime-scalesThefine correlationstructureat lower time-scaleandwithin
theinteger powersis dueto the interactionof the expandedstatesof the timeoutmodel. However, our focusis on

largertime-scalesindin particularon thetime-scalesat which therise givesin to a horizontalline.

From Figure 4 we obsere that different paclet loss probabilitiesleadto differentcorrelationbehaior that
spanacrosdifferenttime-scalesin particular asthelossprobabilityincreasesthe rangeof time-scalegor which
sustainedtcorrelationsare presentncreases For example,whenthe lossprobabilityis 0.1 thetime-scalesange
from 2R to 128 R, while for a higherlossprobability of 0.3, therangeextendsfrom 2R to 512R. Table1 depicts
the time-scalesl /F; (in log,), given by equation(4), at which the processshouldstartto looseits correlation
structure.Thesevaluesarealsomarked with an X crossin eachcorrspondingcure in Figure4. We canobsenre
from Figures4 and5 thatthetime-scalepredictedby equation(4) agreesvell with thetimeoutmechanismTable
1 alsodepictsy(0), which measureshe strengthof the correlationof theprocessandcorrespondso the“Energy”

atlargertime-scalesn thegraphsof Figure4.

An intuitive explanationfor theincreasén therangeof time-scalesvith lossprobability is thatfor higherloss
thesystemis morelik ely to reachhighervaluesof the back-of exponentwhichintroducedongerdelaysbetween
paclet transmissioriimes,significantlyreducingthetraffic rate. This phenomenointroducesnorecorrelationin
the generatedraffic, asshavn by theincreasen psi(0) in thetable. Moreover, this alsodirectly affectstherange

of time-scaledor which sustainedorrelationappears.
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Packetloss | log, (maxtime-scale)| logy(1(0)) - “Enemy”
probability

0.01 6.69 0.34

0.05 7.44 1.62

0.10 7.92 3.15

0.20 8.52 5.24

0.30 8.62 5.82

0.40 8.26 5.42

0.50 7.73 4.60

Tablel: Times-scalesndcorrelationstrengthof TO mechanism.

For low lossprobabilitiesthemodelexhibits almostno correlationstructurewhichis obseredby thepresence
of analmosthorizontalline over all time-scalesWe obsere thateventhoughthe rangeof time-scalegpredicted
is high, the strengthof correlationof thetimeoutmechanisnis very low, having valuesof 1.27for lossprobability

of 0.01,ascomparedvith 56.5for 0.3 lossprobability

S I R A T A A S A A

Loss 1%
5[] Loss5% - - -

Loss 10% - - -
| Loss20% ——-—
Loss 30% —-—

predicted ¢
3f-- time-scale

Timescale (2°R)
Figure4: Analysisof the Timeoutmodel

Onecould askwhatwould happenf the timeoutmechanisnwassubjectedo severe paclet lossconditions
andconjecturethatthe correlationstructurewould be morepronouncedFigure5 illustratesthis situationandthe
resultsshav thatthis hypothesiss nottrue. At higherpacletlossprobabilities therangeof time-scalesverwhich
the modelgeneratesustainedorrelationsdecreaseslowly, aswell asthe strengthof correlation. This canalso
beobseredin Tablel. Intuitively, whenthelossprobabilityis high, thedynamicsof our modeldrifts to the states

with highinterpaclet delay However, dueto thefinite statespaceof the model,the largestinter-paclet delayis
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Figure5: Analysisof the Timeoutmodelunderhigh lossprobability

Rro * 28 whichlimits thetime-scalesor which sustainedorrelationis presentThe peaksin thelinearrise of the
curvesaredueto periodicbehaior of the autocorrelatiorfunction. The autocorrelatiorfunction exhibit periodic
oscillationswith aperiodo 64 R thatis causedy the structureof the Markov chain. Thesepeaksvould notappear
in the waveletanalysisof measuredracessincewavelet analysiscomputesa smoothedvaluefor the estimateof

the power spectraldensityaroundeachtime-scale.

3.3 Analysis of the CA model

We now focus on the analysisof the CA model. Figure 6 illustratesthe enegy-time-scaleplot of the traffic
sendingratefor differentlossprobabilities.Herethe maximumwindow size, W, .., wassetto 30 paclets,which

is atypical valueusedin real TCP connections.

From the results,we obsere that the curves have a linear increasingpart which stopsrising at a certain
time-scaleandbecomedorizontal. Again, we obsere thatthe CA modelexhibits very differentbehaior under
differentlossprobabilities.In particular asthelossprobability decreasedyoththerangeof time-scalegor which
sustainedorrelationsare presentandthe strengthof the correlationincreasesFor example,whenthelossprob-
ability is 0.3 thetime-scalesangefrom 2R to 8 R, andstrengthof correlationis 1.74. Thesevaluesincreasdo a
rangeof 2R to 64 R andstrengthof 12.1whenthelossprobabilityis 0.01. Table2 illustratesthetime-scaled / Fy
associateavith the CA mechanisnthatwerepredictedby equation(4) andthe strengthof correlation(v(0)). The
valuespredictedby the equationarealsomarked with an X in the correspondinguvesin Figure6. We obsere

thetrendin therangeof time-scaleandin the strengthof correlationaslossprobability decreases.
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Figure6: Analysisof the CongestiorAvoidancemodel

Pacletloss log, (maxtime-scale) log,(1(0)) - “Enemy”
probability | Wiuae = 30 | Winge = 60 | Wingze = 120 | Winaze = 30 | Wiae = 60 | Winee = 120
0.001 5.11 6.34 6.75 3.80 4.89 5.25
0.01 5.10 5.14 5.14 3.59 411 411
0.05 4.00 - - 2.48 3.62 3.62
0.10 3.45 - - 1.93 - -
0.20 2.77 - - 1.27 - -
0.30 2.25 - - 0.80 - -

An interestingquestionis what happengo the rangeof time-scalesvhenthe modelis exposedto very low
lossprobabilities. Figure 7 illustratesthe resultsfor the CA modelwith lossprobabilitiesof 0.01and0.001and
valuesof W,,,, of 30,60 and120. We startby inspectingthe resultswhenthe loss probability is 0.01. In this
case,the correlationbehaior of a TCP sessiondoesnot dependon W,,., onceit exceeds30. Whenthe loss
probabilityis 0.001,we obsenre thatthe correlationbehaior of a TCP sessioris sensitve to the valueof Wi,4.
For Wnae = 30, thetime-scalesandthe correlationbehaior are similar to the casethat the loss probability is
0.01. However, for W,,,, of 60 and120the correlationbehaior spansa greaterrangeof time-scaleghantheir
counterparivhenthe lossprobabilityis 0.01. Moreover, the curve with W,,,.. = 120 hasa slightly largerrange

of time-scalesn which the TCP sessiorexhibit sustainedcorrelations.This discussioris alsosupportedoy the

Table2: Times-scaleandcorrelationstrengthof CA mechanism.

time-scalegpredictedby equation(4) andby the strengthof the correlation both depictedn Table2.

Intuitively, this behaior arisesfrom the fact that for very low loss probabilitiesthe congestionavoidance
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mechanismincreaseghe window size as much as possible. However, due to the limitation on the maximum
window size imposedby W,,.., this grownth is inherentlylimited. Thus, a larger value of W,,,,,, allows the
mechanisnto reachlargerwindow sizesand,consequentlyreachhighertime-scalesHowever, this drift to higher
window sizesis only relevantundervery low lossprobabilities,sincein this casethe probability thatthe window

increasepastsomelargervalueis notnegligible ( (1 — p)*).

ST 1 T T T T T T T T T T

W_max=30 ——
W_max=60 =---

N
T

i i i i i i i i i i i i i
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14
Timescale (2" R)

Figure7: Analysisof the CongestiorAvoidancemodelundervery low lossprobability

We endthis sectionby summarizinghe behaior of both TCP mechanismsinderdifferentlossprobabilities.
Therangeof time-scale®ver which the modelfor the TO mechanisnexhibits sustainedtorrelationgncreasess
thelossprobabilityincreases. In contrastthe modelfor the CA mechanisnpredictsthatthe rangeof time-scales
increaseasthe loss probability decreases. Anotherobseration is thatin the caseof W4, = 30, the rangeof
time-scalef the TO modelis muchlarger thanthat of the CA model. Thus,thesetwo mechanismgombined

play importantrolesat differenttime-scale®f the TCP protocol.

4 Simulation Scenario
In this sectionwe usesimulationto supportour claimthattheinternalmechanismsf TCP cangeneratelatatraffic
with sustainedorrelationstructuresover afinite rangeof time-scalesinderdifferentlossprobabilities.

All simulationsin this work wereperformedusingthe ns-2simulator[34]. A simplenetwork topology con-
sistingof asinglesourceapacletqueueandarecever, wassimulatedo investigateahetraffic correlationstructure

generatedy a singleTCP sessiorover alossylink.

Figure8 illustratesthe modelbeingsimulated. The sendelhasan infinite amountof datato transmit;thusit
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Figure8: Simulationscenario

alwayswantsto sendasmuchdataaspossible. The queuestorespacletsfrom the sourceandforwardsthemto
therecever. We assumehatthe queuehasaninfinite sizebuffer to remove ary pacletlosscorrelationthatmight
occurdueto buffer overflow. A lossagentis attachedo the queueanddropspacletsrandomlyat thetime of their
arrival accordingto a Bernoulli processwith parametep. Therecever actsasa sink andsimply collectsthe data
pacletssent. The TCPtransporiprotocolis usedto transferthe databetweersenderandrecever. We assumehat

theack pacletssentby therecever areneverlost.

In thissimulationscenariowe investigatedhebehaior of asingleTCPflow in theabsencef ary background
traffic. All pacletstraversingthe queuebelongto the TCP sessiorbeing analyzed. Thus, paclet losseswere
generatedolely by the Bernoulli lossprocess.This allows a directcomparisorwith the TO andCA modelsthat

capturethe behaior of asingleTCP flow.

During a simulationrun, we capturetwo paclet traces: one at the link betweenthe senderand the queue
(beforethelossagent)the otherbetweerthe queueandtherecever (afterthelossagent).In all resultspresented,
we analyzethefirst trace. For purposef our study we verified that bothtracesyield similar behaior, thusour

conclusionsalsohold for thelattertrace.

The parametersaried during the simulationswere the paclet loss probability the link propagationdelay
(whichis animportantcontritutor to the RTT), and W42, the maximumwindow size of the TCP protocol. Our
resultsshavedthatthe propagatiordelayandW,,,,, hadno significantimpacton our conclusionsFor theresults
presentedherethelink propagatiordelaywassetto 50 ms,thelink bandwidthto 1000paclets/se@andW,,,4; t0
30. Noticethatthetime to transmitthe maximumwindow (30ms)is muchsmallerthanthe RTT (around100ms),
which agreeswith previous assumptiormadein both TO and CA models. Theresultsshavn arefor the SACK
versionof TCR, which is becomingincreasinglythe dominantTCP usedin the Internet[35]. However, we also

simulatedandanalyzedl CP-Tahoe which exhibited resultsvery similar to the onesshavn by SACK.

The simulationswere usuallyexecutedfor 100to 500 hoursof simulatedtime, correspondingoughlyto the
transmissiorof 2 to 40 million paclets,dependingon the lossprobability The reasonfor suchlong simulation

runsis to obtaintight confidencentenals whenperformingthe waveletanalysis.
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4.1 Obserationsfrom Simulation

The paclet ratetime serieswas generatedisingthe simulationpaclet tracewith a bin size of the averageRTT
(R = 100 ms). Figure9 shaws the resultsof the wavelet analysisof the normalizedtime seriesfor differentloss
probabilities. The solid line indicatesthe simulationresultswith a 95% confidenceanterval denotedby a vertical

line over integervaluesof thetime-scale.

I e e A ¢—T 1 T T T T 1 T T T T T T

Loss = 5%

NS trace —I—
4 [ "]CAmodel ----
TO model -===--+

Loss = 1%

NS trace —I—
4 [ "]CAmodel ----
TO model ==-=---

Loss = 10% Loss = 30%

NS trace —I— NS trace —I—

4 |cAmodel - --- |1 ! S T 4 [ |cAmodel - - - -
TO model ==-=--- TO model ==-=---

Energy

Timescale (2°R) Timescale (2°R)
Figure9: Waveletanalysisof the simulationtraces

Ourfirst obsenationfrom Figure9 is thatundera Bernoullilossprocessa single TCP flow exhibits sustained
correlationover a finite rangeof time-scales. We note that this correlationstructureis presentacrossall loss
probabilities. A similar obseration wasalso madein [11] wherethe authorsusea differentsimulator a more
compl network model(i.e., moreprotocollayers)andno artificial lossprocessNote thatasthelossprobability
increasesthetime-scalesver which sustainectorrelationstructureis presenincreaseskor alossprobability of
0.01,thetime-scalesangefrom 2R to 64 R, while for alossprobabilityof 0.3 it rangesrom 2R to 1024 R, which

corresponds$o arangefrom 0.2to 102.4secondgalmosttwo minutes).

A secondbbsenrationis thatfor low lossprobability (0.01)the simulationresultmatchescloselywith the CA
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modelunderthe samelossrate,asillustratedin the upperleft graphof Figure9. Moreover, underhigh lossprob-
ability (0.3) the simulationmatcheghe TO model,asillustratedin the lower right graphof Figure9. This clearly
indicateghatunderlow andhighlossprobabilities the CA andTO mechanismsespectiely, dominatethetraffic
patterngeneratecy TCP Underlow loss probability the CA mechanisndominatesand producescorrelations
over a shorterrangeof time-scales.In this lossregime the TO mechanisnmhasvery little impact. However, for
highlossprobabilitythe effect of the CA mechanisndiminishesandthetraffic correlationis dominatedoy the TO

mechanismproducinga largerrangeof time-scales.

The resultsin Figure 9 alsovalidatethe CA and TO modelssinceunderthe properloss regime the results
from themodelagreesvell with simulationresults.We point out thatthe correlationstructurein the datatraffic is
causedy a mixture of the effect of the TO andCA mechanismThus,the simulationresultsobtainedfor medium
lossprobability (0.1) cannotbe directly comparedo eitherthe TO or CA models. However, the upperright and
lower left graphsshawv thatindeedthe correlationbehaior is a mix of both mechanismsTheseplots shav the
simulationresultstogethemwith the resultsfor bothmechanism#n isolationfor the samelossprobability andwe

obsenre thatthe simulationcurwve is almosta combinationof the othertwo curves.

5 Comprehensve TCP model

Sofar we have seenthat both modelsfor TO and CA mechanismén isolationcanproducesustainedctorrelation
structuresn the datatraffic over someanalytically predictablerangeof time-scalesln this sectionwe analyzea
comprehense Markovian modelof TCP thatincludesboth TO and CA mechanismaswell asa bursty paclet

lossprocess.

Many Markovian modelshave beendevelopedto modelthe variousmechanismef TCP[36, 37, 19, 38, 39].
In thefollowing analysisve will usea modifiedversionof themodelproposedn [36], which captureghetimeout

andcongestioravoidancebehaior of TCP-Renausingadiscrete-timeMarkov process.

TheTCPbehaior is modeledn termsof “rounds”, wherearoundrepresentthe back-to-backransmissiorof
the currentcongestiorwindow. Theassumptionasusedfor bothof the TO andCA models,is thatthe round-trip
time is larger thanthetime requiredto transmitall pacletsin the congestiorwindow. The paclet lossprocesss
independenamongdifferentrounds. However, if a pacletis lostin around,thenall remainingpacletsin that
window arealsolost. Thislossprocesss motivatedby pacletsoverflowing on abottleneckqueuewith a drop-tail
policy in thenetwork. Moreover, sincetheround-triptimeis largerthanthetime to sendall pacletsin thewindow,
it is reasonabléo assumehatthelossprocesss independenbetweerrounds.The stateof the modelis described

by thetuple of (W;, C;, L;, E;, R;),i = 0,1, ..., where: is the numberof the currentround. W; representshe
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window sizefor roundi; C; helpsto modelthe delayedack behaior of the TCP recever, C; = 0 indicatesfirst
of thetwo roundsandC; = 1 indicatesthe second;L; is the numberof pacletslostin the (; — 1)-th round; E;
denotesvhetherthe connectioris in atimeoutstateandthevalueof theback-of exponentin rounds; R; indicates
if a paclet beingsentin the timeoutphase(TO) is eitheraretransmissioifR; = 1) or a new paclet (R; = 0).
Thetransitionmatrix of thechainis obtainedrom thebehaior of TCP-Rendiy examiningall possibletransitions
from agivenstate.A stateholdingtime thatis dependendn the next transitionis associatedavith eachstateof the
model. Time valuesarein unitsof RTT andaredenotedoy aninteger multiple of the RTT. Let R bethe valueof
theRTT. As in Section2, the modelassumeshatthe retransmissioimer Ry is aninteger multiple of R. This

ratiois alsoa parametepf themodel.

Theoriginalmodelproposedn [36] wasvalidatedusingsimulationandmeasurementesultswhichindicateits
adequay in capturingtheessencef TCPtraffic [36, 40, 41]. In particular it wasshavn thatthemodelcanpredict
the TCP throughputand paclet sendingrate underdifferent scenariogjuite well. The modeldescribedabove,
which will soonbe analyzedjs slightly differentfrom the oneproposedn [36]. The original modelallowed the
sendeto exit thetimeoutphaseandreturnto the congestioravoidancephasémmediatelyaftera successfupaclet
transmission.However, asdiscussedn the TO model,the TCP protocolrequiresthe successfutransmissiorof
the subsequendatapaclet for the TCP sendetto exit the exponentialback-of phaseandresumenormalmodeof
operation.We modifiedthe modelandintroducedhis properbehaior. Notethatthe modifiedmodelrequireswo
consecutie successfutransmissiongonefor the lost paclet andthe otherfor the new paclet) beforeallowing
the TCP sendelto returnto congestioravoidancephasewhich is the samebehaior of the TO modelintroduced
earlier This modificationwasaccomplishedy introducingthe statevariable R; into the statespace.Apart from
this extension the modelusedhereis exactly the sameasthe oneproposedn [36]. A completedescriptionof the

modifiedMarkov chainis now given.

Let pwcttrmw ey = PWip1 = w',Cip1 = ¢, Liy1 = By = ', Rip1 = r'|[W; = w,C; =
¢,L; = I, E; = t,R; = r) bethe probability associatedvith this statetransition. Moreover, associatedvith
eachstateof the Markov chainis a paclet sendingrate, which is dependenbn the outgoingtransition. Let the
sequences;, i = 1,2,... bethe paclet sendingrate associateavith state(W;_1,C;_1,L;—1,E; 1,R;—1). Let
Si = Sw.c .t e, ¢ fOr tWO successee states.Thus,thetransitionprobabilitiesandthe paclet sendingateare

givenby:
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¢ No pacletsarelost

Pw,0,0,0,0;w,1,0,0,0 = (1-p)%, 1<w< Wne
Pw,1,0,0,0w+1,0000 = (1—p)Y, 1<w< Wpheg
Pw,0,0,0,0:0,0000 = (1=p)%, w=Wpnae
$,0,0,0,0;w,1,0,0,0 = w/R, 1<w < Wpas
5w,1,0,0,0w+1,0,000 = wW/R, 1< w < Wi
5,0,0,0,0;w,0,0,0,0 = w/R, w = Wiz

e Oneor morepacletsarelostin around

Puc000w—10400 = PL=p)"", 2<w < Wingg, ¢=0,1, 1<I<w
Pw,c,0,0,0;1,0,0,1,1 = D, 1<w < Whaz, ¢=0,1
Sw,c,O,O,O;wfl,O,l,O,O = w/R7 2 S w S Wma:cv c= O} ]‘7 1 S l < w
Sw7670a070;170a071a1 = w/RTO7 ]' S w S Wma:cv c= O} ]'
e Oneor morepacletsarelostin ashortround
DPw,0,1,0,0;1,0,0,1,1 = 1, 1<w<3
2
Pw,0,1,0,0;1,0,0,1,1 = Zp(l -p), 3 < w < Whae
i=0
w—1 )
Pw,0,1,0,0;| (w-+)/2],0,0,0,0 = p(1-p)+1-p)%, 3<w<Whe
i=3
$,0,1,0,051,0,0,1,1 = w/(Rro — R), 1<w<3
sw’07l7010;11070v171 = w/(RTO - R)7 3 S w < Wma$
$w,0,1,0,0; (w+1)/2],0,0,0,0 = w/R, 3 < w < Whaz
e ExponentiaBack-of
P1,0,0,i,r;1,0,0,min(i+1,7),1 = P 1<:i<7 r=0,1
P1,0,0,3,151,0,0,4,0 = 1-p, 1<i<7
P1,0,0,:,0;2,0,0,0,0 = 1-p, 1<i<7
$1,00,4m1,00mini+1,7),1 = 1/Q0YRpo), 1<i<7, r=0,1
81,0,0,i,1;1,0,0,,0 = 1/R, 1<i<7
51,0,0,i,0;2,0,0,0,0 = 1/R, 1<i<7

All othertransitionghatwerenot definedaborve have probabilityzero. A detaileddescriptiorandexplanation
of the original model can be found in [36]. In the analysisthat follows, we will presentresultsfor the case
Rro = RandRro = 4R. Thevalueof 4R waschosento be comparablevith the simulationresultsthat will

follow in the next section.
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In orderto apply atechniqueio analyzethe correlationstructureof this modelwe needall statesof the chain
to have identicalholding times. As discussedn Section2, we expandthe statespaceof the modelsothateach
stateholdingtimeis equalto R. We notethattheanalysisn [36] did notrequireall statedo haveidenticalholding

times. Theexpansionusedhereis exactly the sameasthe onepresentedn Section2 for thetimeoutmodel.

The numberof statesin the Markov chaindependdirectly on the Rro value. For the caseRro = R and
R70o = 4R, thestatespaceof the comprehensie modelis 567 and855statesyespectrely. For suchstatespaces,
the numericalcomputatiorof the autocorrelatiorfunctionfor a maximumlag of a 1000(p(7); 7 = 1,...,1000)
andof the power spectraldensityfor a minimum frequeng of 10~5 having 1024 points,is quite fast. The com-
putationof both of thesefunctionstakes under2 minutesfor the larger statespaceon a Pentiumlll - 730MHz

CPU.

5.1 Model analysis

This detailedmodelof TCPwasanalyzedisingthe sameechniquesiescribedn previoussectiongo characterize
the correlationbehaior of traffic generatedy TCP. Sincethis modelcaptureghe behaior of both TO andCA
mechanismsye expectthe correlationto be the combinationof the correlationsfor eachof the individual mech-
anisms.Moreover, eachmechanisms expectedto dominatethe correlationstructureof the TCP modelfor loss
probabilitieswherethey have greaterimpact. Figure 10 illustratesthe resultsof the comprehense TCP model
for differentloss probabilitiesfor the caseRro = R togetherwith the resultsfor the TO and CA models. We
indeedobsere thatfor low lossprobabilities(0.01) the correlationstructureis completelydominatedoy the CA
mechanismwhile for higherprobabilities(0.3) the structureis dominatedoy thetimeoutmechanismUnderthese

lossprobabilities theresultsfrom the TCP modelagreevery well with bothCA andTO results respectiely.

We alsonotethataslossprobabilityincreaseshe correlationstructureschangein a non-monotonidashion,
indicatingtheinterplayof bothCA andTO mechanismskor intermediateandhigh lossprobabilities(abore 0.1),
we noticea phaseshift, characterizedby a knee,in the correlationstructureat time-scaledvetweend R and16 R.
This kneeindicatesthe time-scaleat which the CA mechanisndiminishests impacton the correlationstructure,
while the TO hasits effect magnified.We alsoobsere thatthe rangeof time-scaledor which the modelexhibits
sustainedorrelationstructurevariesaccordingto the lossprobability aswell asthe Rro to R ratio. In the case
Rro = R, for low lossthetime-scalegangesarefrom 2R to 128 R, while for high lossit rangesfrom 2R to
1024R. Thisis consistenwith the time-scalesassociatedavith the CA and TO modelsunderlow andhigh loss,
respectiely, asillustratedin Figure10. For the caseRro = 4R, we canobsere from Figure12 thattherange
of time-scalesncreaseébothfor low andhigh lossprobabilities,but the increasas moresignificantlyin the latter

casewherethetimeoutmechanisnis dominant.
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Figure10: Analysisof the comprehensie Markovian modelof TCP with comparisongo the TO andCA model

(Rro = R)

Table 3 depictsboth the time-scalevaluesfor 1/F; obtainedfrom equation(4) andthe strengthof the cor

relation given by (0) (both on log,), for the TCP protocol characterizedy the comprehense model. The
correspondingaluesfor 1/F; for the comprehense modelarealsomarked with an X in the curvesin Figure
10. We cannotethatincreasinghe Rro valuehasa directinfluenceon thetime-scalesin particulay it increases
therangeof times-scale®y almosta constantactorof four. However, the correlationstrengthdoesnot seemto
follow ary regularincreasegventhougha smallincreasds present.An interestingobsenration canbe madeon
the correlationstrengthof the mechanismacrossthe rangeof loss probabilities. The valueis high for low loss
probability decreaseandthenincreasesgainto alargervalue,asthelossprobabilityincreasesWe notethatthe
trend of the ¢/(0) waseithermonotonicallyincreasingor decreasindor the TO and CA model,respectiely, as
lossprobabilityincreasesThe currenttrendin the strengthof the correlationsupportsour claim thatthe correla-
tion of TCPis the combinationof the correlationof its internalmechanismsyith eachmechanisndominatingat

particularlossprobabilities.
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Packetloss | log, (maxtime-scale) | logy(%(0)) - “Enemy”
probability | Rro = R | Rro =4R | Rro = R | Rro = 4R
0.01 6.69 8.68 3.57 3.71
0.05 7.44 9.43 2.28 2.47
0.10 7.92 9.91 1.74 2.15
0.20 8.57 10.51 3.47 4.31
0.30 8.78 10.57 541 5.72

Table3: Times-scaleandcorrelationstrengthof TCP mechanism.

5.2 Influence of Packet LossProcess

It shouldbenotedthatthecomprehense TCPmodelassumesalossprocesghatis differentthantheoneassumed
in eitherof the individual modelsfor CA andTO. In the former, the lossprocesss bursty within a roundwhile
in thelatterit is independenaindcharacterizedy a Bernoulli process However, our resultsin Figure 10 suggest
thatthe dependeng of the traffic correlationstructureon thesetwo loss processess ngjligible. To understand
this result,recall our assumptiorthatthe time to transmita window worth of pacletsis smallerthana round-trip
time, whichis moreadequatdor a wide-areanetwork wherethe RTT tendsto belarger In a separatevork, the
authorsof [37] have shavn thatundertheassumptiorabore, theaveragethroughpuof asingleTCP sessiorwhen
submittedto a correlatedossprocessandundera processvherelossesareiid areremarkablycloseto the actual
measuredhroughput.Thisalsoconfirmsthattheaveragebehaior of TCPis notaffectedby thetwo lossprocesses

investigatedn [37].

A conjecturego explain this phenomenas that, underthe above assumptiongpaclet losscorrelationsgquickly
vanishaftershorttime-scalegontheorderof oneRTT) onrealnetworks. We conductedalculationof conditional
paclet lossprobabilitieson our simulationtracesandtheresultsshav that paclet losscorrelationsdisappeaafter
an averagewindow size of paclets, which is smallerthanone RTT. Thus, we believe that realistic paclet loss
processefor thescenarialescribedherewill tendto beuncorrelatedor lagsover oneRTT. Sincethiswork focus
ontime-scaledbeyondaRTT, thisexplainsthe closematchin theresultsof thetwo modelswhich assumalifferent
pacletlossprocessesThis resultalsojustifiesthe useof a Bernoullilossprocesgor the TO andCA model,since

lossegendto beindependenbeyonda RTT.
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6 Realistic Simulation Scenario

In Section4 we simulateda very simple network scenarioconsistingof a single TCP flow anda Bernoulli loss
processio shaw the behaior of the traffic correlationstructure. We now considera more realistic simulation
scenariowheremultiple TCP flows competefor bandwidthin a bottlenecklink with a finite buffer. Lossesare

generatedby overflow, eachtime a paclet arrivesto afull buffer queue.

Sour ces Recei vers

o AD—<R|
: Bot t | eneck et e \\\ )

. Net wor k
@ @_‘( uni f orm del ay) /
- )

"""""""" ] \@_@

Figurell: A morerealisticsimulationscenario

Thisscenarids illustratedin Figurel1l. Wewill considem infinite TCP sourcesendingdatato n correspond-
ing recevers. All flowstraversetwo hops,wherethefirstlink is the bottleneckandthe secondntroducedifferent
propagationdelaysinto the flow. Therearetwo componentgo the propagatiordelay: a uniformly distributed
randomdelaybetween0 and D anda constantdelay The randomcomponenis usedto modeldelayvariations
thatwould beintroducedin awide areanetwork. It alsopreventsthe TCP flows from synchronizing.In orderto
obtaindifferentlossprobabilitieswe vary the numberof flows traversingthe bottlenecKink andkeepall otherpa-
rameterconstant.The bottlenecKink speedvassetto 2000paclets/secon@ndassigned buffer capacityof 20
paclets. Thenext link hadvery high bandwidthandinfinite queuecapacity The constanipartof the propagation
delayin the secondink wassetto 50 ms andthe variablepartassumedaluesuniformly distributed betweer|0,
10ms]. We chosethe maximumvariabledelayto bethetime requiredto cleara full buffer in the bottleneckink.
In orderto achiere alossprobabilityof 0.01,0.1,0.2and0.3thenumberof flows usedwas31,152,490and1550,
respectrely. The abore parametergnsureour earlierassumptiorthatthe averageRTT is longerthanthetime to
transmita full window of paclets. We obtainedthe TCP estimatedor the RTT and R in thenssimulatorover
asimulationrun. Theaveragesf the RTT and Rpo werecalculatedor eachrunwith differentlossprobabilities.
Theratio betweenRro andRTT was3.9for alossprobabilityof 0.01and3.5for alossof 0.30. To comparehe

simulationresultswith the Markovian model,we setthis ratio to four in themodel(Rro = 4R).

Figure 12 illustratesthe wavelet analysisof the traffic generatedy one of the TCP sources. We note that
all TCP sessiondiave the samestatisticalcharacteristicafter a long simulationrun andonly onerepresentaie
sessiorwas chosento illustrate the results. We obsere the sametrendasin Sections4 and5: the presenceof

sustainedcorrelationfor a finite rangeof time-scales. Moreover, this rangeof time-scalesvariesaccordingto
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the lossprobability Dueto the large scaleof the simulationscenariojt is computationallyexpensve to obtain
tight confidenceantenals for the largertime-scalesHowever, we stronglybelieve thatthe PSDis a flat curve for

time-scalesargerthan2'! in all plots.
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Figure12: Waveletanalysisof simulationtracesfrom the realisticscenaricand comparisorwith comprehense

TCPmodel(Rro = 4R)

Figurel2alsoplotstheresultsobtainedor thecomprehensie TCP modelto enablea directcomparisorof the
correlationstructure.We notethatfor high low (0.01)andhigh (0.3) lossprobability boththe realisticsimulation
andthe comprehensi modelexhibit very similar correlationstructures.Undertheselossprobabilitiesthe range
of time-scale®f bothresultsis practicallyidentical: 2R to 64 R and2R to 1024 R, respectiely. However, we note
thatfor intermediatdoss probabilities(between0.1 and 0.2), the matchbetweenthe simulationresultsand the
comprehensie modelis notasgood,in particularfor lossof 0.1. Thereareseveral possibleexplanationgor this
mismatch,ncluding: (i) somebehaior in theimplementatiorof the TCP objectin the ns simulatorwhich is not
beingcapturedby thecomprehensie model;(ii) thepacletlossproces®f thesimulationis differentfrom theloss
procesof the comprehensi model; (iii) the assumptionn the modelthatthe RTT is constant.We believe that
the secondreasoris the maincontrikutor for thisdiscrepang For intermediatdossprobabilities thelossprocess

may have a more pronouncedmpacton the correlationstructureof the traffic whencomparedo its impacton
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eitherlow andhigh lossprobabilities.Anothersourceof discrepang is the smoothingandthe biasin the estimate

usedby thewaveletanalysisasdiscussedn Section3.

Eventhoughtherearesomediscrepanciebetweerthe simulationandmodelresultsfor particularlossproba-
bilities, our obsenrationthatsustainedorrelationof TCPtraffic spansa finite rangeof time-scalesywhich we can
predictwith reasonablaccurag, still holds. Moreover, thesimulationresultsalsoshav thattheinterplaybetween
the CA and TO mechanisnis the causefor this correlation. Note that the correlationstructureobsered is not
an artifact of the Markovian modelor the lossprocessput is actually presentandinherentto TCR in particular
it arisesfrom the CA andTO mechanismslUnderstandindhe reasorfor the discrepang betweerthe resultsfor
intermediatdossprobabilitiesandtheactualimpactof thelossprocessn thetraffic correlationis partof ourfuture

work.

7 Conclusion

In this paperwe demonstratéhatthe TCP protocolcangenerateraffic with sustainedtorrelationbehaior over
an analytically predictabl€finite rangeof time-scalesIn particular we point out thatthe congestiorcontroland
congestiorevoidancemechanismsre responsiblgor generatinghis correlationstructure. We shav thatunder
low lossprobabilities(0.01)thetraffic correlationstructureis dominatedoy the congestioravoidancemechanism
while thetimeoutmechanisnihasminimalimpact. In contrastunderhighlossprobability (0.3) thetimeoutmech-
anismhasa dominantimpacton thetraffic correlationwhile the effect of the congestioravoidancemechanisms
minimal. This sustainedtorrelationstructurein the traffic rangedrom thetime-scaleof oneRTT to afew orders
of magnitudeabove the RTT (1024 RTT), andthis rangeis dependenbn both the loss probability andthe value
of the Rpp. We provide separatévarkovian modelsfor eachinternalmechanismsvhich, underthe properloss
probabilities,accuratelypredictsthe rangein time-scalesandthe strengthof the sustainedcorrelationstructure
of the sendingrate of TCPtraffic. Ourclaim is supportedby the analysisof a comprehense TCP modelthatis
availablein theliteratureandhasbeenvalidatedby others. The simulationresultsobtainedalsoagreewell with

theresultspredictedoy the models which corroboratesur conjectureandvalidatesour models.

Therearemary studiesin the literaturethattry to explain the origin of “long rangedependenceih network
traffic, including attributing this phenomendo the behaior of TCP protocol. Contraryto theselatter studies,
we shav that TCP alonecannotgeneratdraffic with sustainedorrelationstructurethatextentsto arbitrarylarge
time-scalesThe existenceof anupperboundon the time-scalés relatedto the inherentfinitenessn time-scales
of TCP’sinternalmechanismg¢TO andCA). However, we shav thatunderpropercircumstances]CP cangen-

eratetraffic with sustainedcorrelationstructureover a possibly significantrangeof time-scaleswhich canbe

29



analyticallypredicted.

We notethatthe effectsof TCP shouldbe consideredvhenattributing the origin of statisticaltraffic charac-

teristicsto someparticularphenomenasincethe vastmajority of network traffic is carriedby TCP connections.

We believe that statisticalpropertiesof network traffic is causedoy differentfactorsin differentprotocollayers,

amongwhich TCP definitely playsanimportantrole.
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